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SUBJECT: INSURANCE 
 

The objective of the Board of Education is to obtain the best possible insurance at the lowest 
possible cost, and to seek advice from an Insurance Appraisal Service to determine that adequate 
coverage is being provided regarding fire, boiler, general liability, bus and student accident insurance. 
 

The Board shall carry insurance to protect the District's real and personal property against loss or 
damage. This property shall include school buildings, the contents of such buildings, school grounds 
and vehicles. 
 

The Board may also purchase liability insurance to pay damages assessed against Board 
members and District employees acting in the discharge of their respective duties, within the scope of 
their employment and/or under the direction of the Board. 
 

All insurance policies, along with an inventory of the contents of the building, should be kept in 
a fireproof depository or with the appropriate insurance agent for safekeeping and referral purposes. 
The Superintendent shall review the District's insurance program annually and make recommendations 
to the Board if more suitable coverage is required. 
 
 
 
Education Law Sections 1709(8), 1709(26), 1709(34-b), 2503(10), 2503(10-a), 2503(10-b), 3023, 3028 
  and 3811 
General Municipal Law Sections 6-n and 52 
Public Officers Law Section 18  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Adopted:  6/25/09 
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SUBJECT: FIXED ASSET INVENTORIES, ACCOUNTING,AND TRACKING 
 

The Superintendent or his/her designee will maintain a continuous and accurate inventory of 
fixed assets owned by the District in accordance with applicable rules, standards, procedures, and best 
practices. Fixed assets are, generally, long-term, tangible resources intended to be continuously held or 
used, and may include land, buildings, improvements, machinery, and equipment. 
 

All fixed assets purchased and received by the District will be checked, logged, and stored 
through an established procedure. 
 

The School Business Official will account for assets on an annual basis according to applicable 
rules, standards, procedures, and best practices. These accounts will serve to: 
 
 a) Maintain an inventory of assets; 
 
 b) Establish accountability; 
 
 c) Determine replacement costs; and 
 
 d) Determine and provide appropriate insurance coverage. 
 
 
 The Board will establish a dollar threshold as a basis for considering which fixed assets are to be 
depreciated. This threshold will ensure that at least 80% of the value of these assets is reported. The 
threshold will not be greater than $5,000. Standard methods and averaging conventions will be used in 
assessing, capitalizing, and depreciating fixed assets. 
 

Fixed assets will be recorded at initial cost or, if not available, at estimated initial cost; gifts of 
fixed assets will be recorded at estimated fair value at the time of the gift. A property record will be 
maintained for each fixed asset and will contain, where possible, the following information: 

 
a) Date of acquisition; 

 
b) Description; 

 
c) Serial or other identification number; 

 
d) Any funding source and percentage contributed by the source; 

 
e) Vendor; 
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SUBJECT: FIXED ASSET INVENTORIES, ACCOUNTING, AND TRACKING  (Cont'd.) 
 

f) Cost or value; 
 

g) Location and use; 
 

h) Asset type; 
 

i) Condition and estimated useful life; 
 

j) Replacement cost; 
 

k) Current value; 
 

l) Salvage value; 
 

m) Sale price and date and method of disposition; and 
 

n) Responsible official. 
 

 All fixed assets will be labeled. Any discrepancies between an inventory and the District's 
property records should be traced, explained, and documented. 
 
Management of Assets Acquired Under a Federal Government Grant or Subgrant  
  
Inventories will be maintained for assets acquired with funds obtained through federal grant programs. 
A separate inventory will be maintained for each program. Each inventory will record assets in the 
same manner as the District's fixed asset inventory. Assets will be labeled to specify the source of 
funds used to purchase the item. All Title I assets will include "Title I" on the label. These inventories 
will track assets for at least five years from the date of receipt. 
 
 When original or replacement assets acquired under a federal grant or subgrant are no longer 
needed for the original project or for other activities currently or previously supported by a federal 
agency, the District will dispose of the assets as follows: 
 

a) Assets with a current per-unit fair market value of less than $5,000 may be retained, sold, 
or otherwise disposed of with no further obligation to the awarding agency. 

 
b) Assets with a current per-unit fair market value of greater than $5,000 may be retained or 

sold and the awarding agency will have a right to an amount calculated by multiplying the 
current market value or proceeds from sale by the awarding agency's share of the assets. 

 
c) No federal approval is necessary to dispose of an asset costing over $5,000 but approval 

from the New York State Education Department (SED) is necessary. Once SED has 
determined that it has no other need for the use of the asset, the District may proceed with 
selling it. 
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SUBJECT: FIXED ASSET INVENTORIES, ACCOUNTING, AND TRACKING  (Cont'd.) 
 
 
School District will comply with the U.S. Department of Education regulations governing the use, 
management, and disposition of all equipment acquired through a federal government grant.  
 
Equipment Purchased with Extraclassroom Funds 
 
 Title to all equipment acquired with extraclassroom activity funds will reside with the District 
and be carried as an insurable asset on its list of insurable values. This equipment will be tagged as 
District property but is available for exclusive use by the extraclassroom activity club acquiring it. 
 
34 CFR Parts 74-99, 200 
SED Finance Pamphlet, The Safeguarding, Accounting, and Auditing of Extraclassroom Activity Funds, 
  2015 
Uniform System of Accounts for School Districts (Fiscal Section) 
 
 
 
 
 
 
 
 
 

 
 

Adopted 6/2009 
 
Amended: 
1st reading: February 2016 
2nd reading: March 2016 
Adopted: April 13, 2016  
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SUBJECT: FACILITIES:  INSPECTION, OPERATION, AND MAINTENANCE 
 
Operation and Maintenance 
 
 The Board, through the Superintendent and his or her staff, has the responsibility of protecting 
the District's facilities through a systematic maintenance program. The program will include periodic 
preventive maintenance activities, long-range maintenance schedules, and emergency repair 
procedures. The District will make reasonable attempts to ensure that all maintenance work will be 
carried out in the least intrusive manner. 
 
Construction and Remodeling of School Facilities 
 
 The District will ensure all capital projects and maintenance comply with the requirements of the 
New York State Uniform Fire Prevention and Building Code, the Manual of Planning Standards, and 
the Commissioner's regulations. Relevant documentation regarding all new buildings must be formally 
submitted to the State Education Department (SED) no matter the size or cost. The SED Office of 
Facilities Planning has provided an Instruction Guide on its official website.  
 
 Plans and specifications for the erection, enlargement, repair, or remodeling of facilities of the 
District will be submitted to the Commissioner consistent with applicable law. 
 
 Plans and specifications submitted to the Commissioner will bear the signature and seal of an 
architect or engineer licensed to practice in the State of New York. The architect or engineer who 
sealed the plans and specifications must also certify that the plans and specifications conform to the 
standards set forth in the State Uniform Fire Prevention and Building Code and the State Energy 
Conservation Construction Code. 
 
 For remodeling or construction projects, the District will ensure compliance with the 
requirements of the State Uniform Fire Prevention and Building Code and Commissioner's 
regulations. The District will also retain the services of an architect or engineer licensed to practice in 
New York State as required by law or regulation, or as necessary given the scope and cost of the 
project. 
 
Carbon Monoxide Detection Requirements 
 
 All new and existing District buildings that have appliances, devices, or systems that may emit 
carbon monoxide, and all attached garages, must have a means to detect carbon monoxide. Buildings 
include school buildings, administrative buildings, bus maintenance facilities, concession stands, and 
field houses. Carbon monoxide may be produced by fuel-fired heating systems (boilers, HVAC units, 
and makeup air units), emergency or standby electric generation within a building, fuel-fired kitchen 
equipment (ranges, ovens, steamers, dishwashers, and makeup air units serving hoods), fuel-fired 
domestic hot water heaters, laboratory/shop equipment (gas outlets, torches, gas-fired kilns, and 
stationary or portable engines), maintenance and storage areas with fuel-fired equipment, and in 
garages. 
 
 
 

(Continued) 
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SUBJECT: FACILITIES:  INSPECTION, OPERATION, AND MAINTENANCE  (Cont'd.) 
 
 The District may use a self-contained carbon monoxide alarm, a carbon monoxide detection 
system, or both. The District will comply with all laws and regulations regarding alarms or detectors, 
including where they must be located, their power sources, and labeling requirements. The District 
should develop written standard operating procedures to follow when a carbon monoxide detector is 
activated. 
 
Inspections 
 

The District is mindful of the health and safety of its students, staff, and visitors and, as such, the 
District administration will cooperate with appropriate officials conducting health, fire, asbestos, bus, 
and boiler inspections. In addition, the administration will keep the Board informed of the results of 
these inspections in a timely fashion.  
 
 In accordance with the Asbestos Hazard Emergency Response Act (AHERA), the District will 
inform all employees and building occupants (or their legal guardians) at least once each school year 
about all asbestos inspections, response actions, post-response action activities, as well as triennial re-
inspection activities and surveillance activities that are either planned or in progress. The District will 
provide yearly notification to parent, teacher, and employee organizations on the availability of the 
District's asbestos management plan and any asbestos-related actions taken or planned in the school. 
 
Comprehensive Public School Building Safety Program (RESCUE) 
 
 To ensure that all District facilities are properly maintained and preserved and provide suitable 
educational settings, the Board requires that all occupied school facilities which are owned, operated 
or leased by the District comply with the provisions of the Comprehensive Public School Building 
Safety Program, the Uniform Code of Public School Building Inspections, and the Safety Rating and 
Monitoring as prescribed in Commissioner's regulations. For this reason, the District will develop a 
Comprehensive Public School Building Safety Program in accordance with Commissioner's 
regulations. 
 
The program will be reevaluated and made current at least annually, and will include, at a minimum, 
the following: 
 
 a) A five year capital facilities plan which will include an appraisal of the following: the 

educational philosophy of the District, with resulting administrative organization and 
program requirements; present and projected student enrollments; space use and State-rated 
student capacity of existing facilities; the allocation of instructional space to meet the 
current and future education program and service needs, and to serve students with 
disabilities in settings with nondisabled peers; priority of need of maintenance, repair or 
modernization of existing facilities, including consideration of the obsolescence and 
retirement of certain facilities; and the provision of additional facilities. 

 
 
 

 (Continued) 
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SUBJECT: FACILITIES:  INSPECTION, OPERATION, AND MAINTENANCE  (Cont'd.) 
 
  

b) A District-wide building inventory, which will include information pertaining to each 
building including, but not limited to: 

 
1. Type of building, age of building, size of building; 

 
2. Rated capacity, current enrollment; 

 
3. List of energy sources and major systems (lighting, plumbing, electrical, heating); 

and 
 

4. Summary of triennial Asbestos Inspection reports. 
 

c) A building condition survey will be conducted for all occupied school buildings once every 
five years by a team that includes at least one licensed architect or engineer. 

 
d) A District-wide monitoring system which includes: 

 
1. Establishing a Health and Safety Committee; 

 
2. Development of detailed plans and a review process of all inspections; 

 
3. Procedures for a response in writing to all inquiries about building health and safety 

concerns, a copy of which will be sent to the District's Health and Safety Committee 
for oversight, and a copy kept on permanent file. 

 
e) Procedures to ensure the safety of the building occupants while a construction or 

renovation project is taking place. These procedures will include: 
 

1. Notification to parents, staff, and the community at least two months in advance of a 
construction project of $10,000 or more to be conducted in a school building while 
the building is occupied; provided, however, that in the case of emergency 
construction projects, notice will be provided as far in advance of the start of 
construction as is practicable;  
 

2. A plan to ensure that all contractors comply with all health and safety issues and 
regulations, and wear photo identification badges; 

 
3. An opportunity for the District's Health and Safety Committee to conduct a walk-

through inspection of newly renovated or constructed areas to confirm that the area is 
ready to be reopened for use; and 

 
 

(Continued) 
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SUBJECT: FACILITIES:  INSPECTION, OPERATION AND MAINTENANCE  (Cont'd.) 

 
 

4. An emergency plan which will address potential concerns with the capital project 
including, but not limited to, evacuation procedures, fire drills, and structural failures. 

 
 
 
Asbestos Inspection:  40 CFR Part 763, Subpart E 
15 USC §§ 2641-2656 
Carbon Monoxide Detection:  19 NYCRR § 1228.4 
Fire Inspection:  Education Law 807-a 
  8 NYCRR § 155.4  
Health and Safety Committee:  8 NYCRR § 155. 4(d)(1) 
Lead Testing:  10 NYCRR § 67-4.1, et seq. 
Legionella Protection:  10 NYCRR § 4.1, et seq. 
Plans and Specifications:  Education Law §§ 408, 408-a and 409 
  8 NYCRR §§ 155.1 and 155.2 
  19 NYCRR §§ 1221-1240 
Structural Safety Inspections:  Education Law §§ 409-d, 409-e, 3602 and 3641(4) 
  8 NYCRR §§ 155.1, 155.3, and 155.4(b)(1) 
 
Amended:  
1st reading: 11/9/16 
2nd reading: 12/7/16 
Adopted: 1/18/16 
 
Amended: 
1st reading: 8/26/15 
2nd reading: 9/16/15 
Adopted: 10/7/15 
 
 
Adopted 6/2009 
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SUBJECT: HAZARDOUS WASTE AND HANDLING OF TOXIC SUBSTANCES BY 

EMPLOYEES 
 

The Board of Education recognizes the need to protect human health and the environment from 
damage resulting from the improper handling of hazardous wastes. 
 

The management of hazardous waste from its point of generation to the ultimate disposal is 
regulated through specific Federal and State laws. 
 

The Board directs the Superintendent to adopt rules to ensure District implementation of 
applicable Federal and State laws pertaining to the identification, transportation, treatment, storage, 
and disposal of hazardous wastes. 
 
Hazard Communication Standard 
 

All personnel shall be provided with applicable training to comply with the New York State 
"Right-to-Know" Law and the Hazard Communication Standard. 
 

The Superintendent/designee shall maintain a current record of the name, address and social 
security number of every employee who handles or uses toxic substances and which substance(s) were 
handled or used by the employee. 
 

Rules and regulations will be developed to ensure District implementation of this policy which 
shall include awareness information, employee training and record keeping. 
 
 
 
Environmental Protection Agency, 40 Code of Federal Regulations (CFR) Parts 261 and 262 
Occupational Safety and Health Administration (OSHA), 29 Code of Federal Regulations (CFR) 
  Section 1910.1200 
Labor Law Sections 875-883 
Public Health Law Sections 4800-4808 
6 New York Code of Rules and Regulations (NYCRR) Part 371 
9 New York Code of Rules and Regulations (NYCRR) Part 1174 
 
 
 
 
 
 
 
 
 
 
 
Adopted:  6/25/09 
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SUBJECT: PEST MANAGEMENT AND PESTICIDE USE 
 
 The Board of Education is committed to maintaining the integrity of school buildings and 
grounds while protecting the health and safety of students and staff and maintaining a productive 
learning environment.  
 
 Structural and landscape pests can pose significant problems for people and property. Weeds and 
infestations can destroy playing fields and playgrounds and more importantly, cause severe allergic 
reactions. Pesticides can pose risks to people, property, and the environment. It is therefore the policy 
of the School District to incorporate Integrated Pest Management (IPM) procedures for control of 
weeds, structural and landscape pests. The objective of this program is to provide necessary pest 
control while using the least toxic approach to all pests, weeds and infestations.  
 
Pest/Pesticide Management Plan 
 
 The District will manage weeds and pests to:  
 
 a) Reduce any potential human health hazard or threat to public safety.  
 
 b) Prevent loss or damage to school structures or property.  
 
 c) Prevent pests from spreading into the community, or to plant and animal populations 

beyond the site. 
 
 d) Enhance the quality of life for students, staff, and others.  
 
Integrated Pest Management (IPM) Coordinator 
 
 An IPM Coordinator will be appointed by the Superintendent of schools. The Coordinator will 
be responsible for implementing the IPM policy and plan. The coordinator's responsibilities will 
include the following:  
 
 a) All applications of fertilizers and/or pesticides shall be directly recorded in the District log   
  book. 
 

 b)    The application(s) of fertilizers and pesticides shall exclusively be performed by internal    
                            personal holding a current NYS Pesticide Applicator Certification and/or a certified local pest  
                         control firm.      

  
 c) Obtain direction from applicable NYS agencies for any indeterminate measures in regards 

to the application and/or storage of fertilizers and pesticides. 
 
 
 

(Continued) 
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SUBJECT: PEST MANAGEMENT AND PESTICIDE USE  (Cont'd.) 
 
  
 d) Evaluating the school's progress in the IPM plan. 
 
  
Pesticide Use on Common Areas 
 

a) Provide forty-eight (48) hours notification to parents, staff and neighbors who have 

requested a notice of an impending pesticide application.      
 

b) The School Board shell bestow permission for internal personal holding a current NYS Pesticide 

Applicator certification the use of allowable exception products required to treat   an emergency 

application as designated in the Child Safe Playing Fields Act.    

 

c) In the event that a school athletic field, playground or area poses a potential safety or health 

concern to students, staff, and general public the Superintendent of Buildings and Grounds shell: 

 

I. Inform the School Superintendent / Board of Education (BOE) of the inability to recover 

and/or maintain a school athletic field, playground or area 

II. Provide the BOE with  potential options to recuperate the area of concern 

i. If the conclusion of the BOE is that an emergency application of a pesticide and/or 

herbicide is required in order to diminish a potential safety or health concern the 

Buildings and Grounds Department shall take the following actions: 

• Close access to field/area to any school or public use. 

• Provide forty-eight (48) hours notification to parents, staff and neighbors 

who have requested a notice of an impending pesticide application.   

• Post notification in school building’s main entrance 

• Post treatment area with required flags and signage 

• Provide all relevant documentation to DEC        

  

 

 
 
 
 
 
 
 
 
 
 

(continued) 
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SUBJECT: PEST MANAGEMENT AND PESTICIDE USE  (Cont'd.) 
 
 
Notification 
 
 The District's IPM Coordinator or designated Pesticide Representative will give prior written 
notice of all pesticide applications to anyone who has asked to receive such notice. The District will 
also notify parents, students and staff of periodic pesticide applications. The District will maintain a 
list of those people who wish to receive forty-eight (48) hour notice before pesticide applications and 
will ensure that a system is developed to deliver such notice in a timely fashion to all affected. The 
notification system may be by mail or email, and will ensure that a back-up method is available to 
notify those for whom the regular system is unworkable. The name and contact information for the 
District Pesticide Representative will be made available to all requesting it.  
 
 Sample forms for forty-eight (48) hour prior notification can be obtained at: 
 
 http://www.emsc.nysed.gov/facplan/documents/PesticideNeighborNotificationGuidelinefor 
   Schools_091001.pdf 
 
 The District must also provide additional written notification to all parents and staff three (3) 
times per year to inform them of any pesticide applications that have occurred: within ten (10) days of 
the end of the school year, within two (2) school days of the end of winter recess and within two (2) 
days of the end of spring recess.  
 
Recordkeeping  
 
 Records of pesticide use will be maintained on site for three (3) years. Records will be completed 
on the day of pesticide use. In addition, pest surveillance records will be maintained to help verify the 
need for pesticide treatments. Annual reports of any applications must be sent to DEC. 
 
 
 
Education Law Sections 409-k, 409-h 
Environmental Conservation Law Sections 17-2103, 33-0303 
40 Code of Federal Regulations (CFR) Part 152.25 
7 United States Code Section 136(mm), 136q(h)(2) (FIFRA) 
NYCRR Part 155.4(d)(2) 
 
 
Amended 

First Reading – April 17,2013 

Second Reading – May 8, 2013 

Adopted- June 5, 2013  

 

Adopted 2009 
 

2018       5640 
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SUBJECT: GENDER NEUTRAL SINGLE-OCCUPANCY BATHROOMS 
 
 The District is committed to creating and maintaining an inclusive educational and work-
environment. The District will ensure that all single-occupancy bathroom facilities are designated as 
gender neutral for use by no more than one occupant at a time or for family or assisted use. 
 
 "Single-occupancy bathroom" means a bathroom intended for use by no more than one occupant 
at a time or for family or assisted use and which has a door for entry into and egress from the 
bathroom that may be locked by the occupant to ensure privacy and security. 
 
 All gender neutral bathroom facilities will be clearly designated by the posting of signage either 
on or near the entry door of each facility. 
 
 
 
Education Law § 409-m 
Public Buildings Law § 145 
 
 
 
 
 
NOTE: Refer also to Policy #7552 -- Student Gender Identity  
 
 
 
 
 
 
 
 
 
Adopted – June 9, 2021 
2nd reading – April 14, 2021 
1st reading – March 17, 2021 
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SUBJECT: SMOKING, TOBACCO, AND CANNABIS (MARIJUANA) USE 
 

The following actions are prohibited on school grounds and at school functions: smoking; 
vaping; using tobacco products; and/or using or ingesting any form of cannabis.  

 
Smoking and vaping are prohibited within 100 feet of the entrances, exits, or outdoor areas of 

any of the District's schools. However, this prohibition does not apply to smoking or vaping in a 
residence, or within the real property boundary lines of residential real property. 
 
 Exceptions may exist for authorized medical cannabis use.  
 
Definitions  
 

For purposes of this policy, the following definitions apply: 
 

a) "Electronic cigarette" (or "e-cigarette") means an electronic device delivering vapor 
inhaled by an individual user, and includes any refill, cartridge, and any other component 
of such a device. 

 
 
b) "School function" means a school-sponsored or school-authorized extracurricular event or 

activity regardless of where the event or activity takes place, including any event or activity 
that may take place virtually or in another state. 

 
c) "School grounds" means any building, structure, and surrounding outdoor grounds, 

including entrances or exits, contained within the District's preschool, nursery school, 
elementary, or secondary school's legally defined property boundaries as registered in the 
County Clerk's Office, as well as any vehicles used to transport children or school 
personnel. 

 
d) "Smoking" means the burning of a lighted cigar, cigarette, pipe, or any other matter or 

substance containing tobacco, cannabis, or cannabinoid hemp. 
 

e) "Tobacco products" means cigarettes or cigars, bidis, chewing tobacco, powdered tobacco, 
nicotine water, or any other tobacco products. 

 
f) "Vaping" means the use of an electronic cigarette or similar device. 

 
  
Notification  
 

The District will prominently post signs prohibiting smoking and vaping on school grounds in 
accordance with applicable law. Appropriate District officials will inform individuals smoking or 
vaping in a non-smoking area that they are in violation of law and/or District policy. 
 
 

(Continued) 
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SUBJECT: SMOKING, /TOBACCO, AND CANNABIS (MARIJUANA) USE  (Cont'd.) 
 
 The District will communicate this policy to staff, students, parents/guardians, volunteers, 
visitors, contractors, and outside groups through means such as the District's Code of Conduct, 
student handbooks, newsletters, announcements, facilities use forms/agreements, and/or the prominent 
display of this policy in appropriate locations. 
 
Prohibition of Tobacco/Cannabis Promotional Items/Tobacco/Cannabis Advertising 
 
 Tobacco/Cannabis promotional items (e.g., brand names, logos, and other identifiers) are 
prohibited: 
 

a) On school grounds; 
 

b) In any vehicles used to transport students or school personnel; 
 

c) At school functions; 
 

d) In school publications; 
 
 e) On clothing, shoes, accessories, gear, and school supplies in accordance with the District's 

Code of Conduct and applicable collective bargaining agreements. 
 
 This prohibition of tobacco/cannabis promotional items will be enforced in accordance with the 
District's Code of Conduct and applicable collective bargaining agreements. 
 
 The District will request, whenever possible, tobacco/cannabis free editions of periodical 
publications for school libraries and classroom use. 
 
 
20 USC §§ 6081-6084 and 7971-7974 
41 USC § 8101 et seq. 
Education Law § 409 
Penal Law § 222.10 
Public Health Law §§ 1399-n, 1399-o, 1399-p, and 1399-aa 
8 NYCRR §§ 155.5 and 156.3 
 
NOTE: Refer also to Policies #3280 -- Use of School Facilities, Materials, and Equipment 

 #6150 -- Alcohol, Tobacco, Drugs, and Other Substances (Staff) 
 #7320 -- Alcohol, Tobacco, Drugs, and Other Substances (Students) 
 #8240 -- Instruction in Certain Subjects 
 District Code of Conduct 

 
First  Reading-July 1, 2021 
Second Reading July 27, 2021 
Adopted August 25, 2021 
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SUBJECT: ENERGY CONSERVATION IN THE SCHOOLS 
 

The Board of Education recognizes the importance of energy conservation and is committed to 
the analysis, development, and initiation of conservation measures throughout the District for the 
purpose of reducing energy consumption, particularly in these times of declining levels of natural 
energy resources and increasing cost of these resources. The Board maintains an aggressive and 
responsible program to reduce consumption of energy by its facilities and to provide education to both 
staff and students on the conservation of energy. 

 
The District is committed to an energy conservation program that addresses not only capital-

related energy projects but ongoing, day-to-day energy related issues as well. All staff are urged to 
participate actively in a program of energy conservation by assisting in the efforts to eliminate the 
wasteful use of energy in the operation of the District's buildings. Cooperation will be required of each 
employee and each student to achieve a meaningful energy conservation program that results in a 
more efficient use of energy resources. Involvement of staff and students is essential to a successful 
program of energy conservation. 
 
Energy Manager 

 
The Superintendent of Buildings and Grounds is designated as the Energy Manager of the 

District and he/she shall report directly to the Board of Education and the Superintendent, or their 
designee, on matters pertaining to energy conservation. 
 
 
Long-Range Considerations 
 
 The energy conservation program is an important factor to be considered in planning effective 
use of school facilities, new construction, remodeling or rehabilitation programs, and modernization 
projects. 
 
 
Environmental Conservation Law Sections 27-2101- 27-2117 
General Municipal Law Section 120-aa 
19 New York State Code of Rules and Regulations (NYCRR) Sections 1221-1228 and  
  Section 1240 
Energy Conservation Code of New York State 2007 
 
 
Amended 
1st reading – December 8, 2010 
2nd reading – January 12, 2011 
Adopted – February 9, 2011 
 
 
Adopted:  6/25/09 
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SUBJECT: MEAL CHARGING AND PROHIBITION AGAINST MEAL SHAMING 
 
 

It is the District's goal to provide students with access to nutritious no- or low-cost meals each 
school day and to ensure that a student whose parent/guardian has unpaid meal charges is not shamed 
or treated differently than a student whose parent/guardian does not have unpaid meal charges. 
 

Unpaid meal charges place a large financial burden on the District. The purpose of this policy is 
to ensure compliance with federal requirements for the USDA Child Nutrition Program and to provide 
oversight and accountability for the collection of outstanding student meal balances to ensure that the 
student is not stigmatized, distressed, or embarrassed. 
 

The intent of this policy is to establish procedures to address unpaid meal charges throughout the 
District in a way that does not stigmatize, distress, or embarrass students. The provisions of this policy 
pertain to regular priced reimbursable school breakfast, lunch and snack meals only. Charging of items 
outside of the reimbursable meals (a la carte items, adult meals, etc.) is expressly prohibited. 
 
Access to Meals 
 
a) Free meal benefit eligible students will be allowed to receive a free breakfast and lunch meal of 

their choice each day. A la carte items or other similar items must be paid/prepaid. 
 
b) Reduced meal benefit eligible students will be allowed to receive a breakfast of their choice for 

$0.00 and lunch of their choice for $0.00 each day. A la carte items or other similar items must be 
paid/prepaid. 

 
c) Full pay students will pay for meals at the District's published paid meal rate each day. The 

charge meals offered to students will be reimbursable meals available to all students, unless the 
student's parent or guardian has specifically provided written permission to the District to 
withhold a meal. A la carte items or other similar items must be paid/prepaid. 

 
Ongoing Staff Training 
 
a) Staff/vendors associated with meal charging will be trained annually and throughout the year as 

needed on the procedures for managing meal charges using the State Education Department 
(SED) Webinar or the District's training program.  

 
 (Continued) 
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SUBJECT: MEAL CHARGING AND PROHIBITION AGAINST MEAL SHAMING 

(Cont'd.) 
 
b) Staff training will include ongoing eligibility certification for free or reduced-price meals. 
 
Parent Notification 
 

Parents/guardians will be notified that a student's meal card or account balance is exhausted and 
has accrued unpaid meal charges monthly and monthly thereafter. 
 
Parent Outreach 
 

a) Staff will communicate with parents/guardians with five or more unpaid meal charges to 
determine eligibility for free or reduced-price meals.  

 
b) Staff will make two documented attempts to reach out to parents/guardians to complete a meal 

application in addition to the application and instructions provided in the school enrollment 
packet.   

  
  
c) Staff will contact the parent/guardian to offer assistance with completion of meal application to 

determine if there are other issues within the household causing the student to have insufficient 
funds, offering any other assistance that is appropriate. 

 
Minimizing Student Distress 
 
a) Staff will not publicly identify or stigmatize any student in line for a meal or discuss any 

outstanding meal debt in the presence of any other students. 
 
b) Students with unpaid meal charges will not be required to wear a wristband or handstamp, or to 

do chores or other work to pay for meals. 
 
c) Staff will not throw away a meal after it has been served because of the student's inability to pay 

for the meal or because of previous unpaid meal charges. 
 
d) Staff will not take any action directed at a student to collect unpaid meal charges. 
 
 
e) Staff will deal directly with parents/guardians regarding unpaid meal charges. 
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Ongoing Eligibility Certification 
 
a) Staff will conduct direct certification through the New York Student Identification System 

(NYSSIS) or using SED Roster Upload to maximize free eligibility. NYSED provides updated 
direct certification data monthly. 

 
b) Staff will provide parents/guardians with free and reduced-price application and instructions at 

the beginning of each school year in the school enrollment packet. 
 
c) If the District uses an electronic meal application, it will provide an explanation of the process in 

the school enrollment packet and instructions on how to request a paper application at no cost. 
 
d) The District will provide at least two additional free and reduced-price applications throughout 

the school year to families identified as owing meal charges. 
 
e) The District will use its administrative prerogative to complete an application on a student's 

behalf judiciously, and only after using exhaustive efforts to obtain a completed application from 
the student's parent/guardian. The District will complete the application using only available 
information on family size and income that falls within approvable guidelines. 

 
f) The District will coordinate with the foster, homeless, migrant, and runaway coordinators to 

certify eligible students. School liaisons required for homeless, foster, and migrant students will 
coordinate with the nutrition department to make sure these students receive free school meals, 
in accordance with federal law. 

 
Prepaid Accounts                                                                                   
 

Students/Parents/Guardians may pay for meals in advance via www.myschoolbucks.com or with 
a check payable to Iroquois Central School Lunch Fund, or other approved lunch program utilized. 
Further details are available on the District's webpage at https://www.iroquoiscsd.org/domain/48. 
Funds should be maintained in accounts to minimize the possibility that a student may be without meal 
money on any given day. Any remaining funds for a particular student will be carried over to the next 
school year. 
 

To obtain a refund for a withdrawn or graduating student, a written or e-mailed request for a 
refund of any money remaining in the student's account must be submitted. Students who are 
graduating at the end of the year will be given the option to transfer any remaining money to a 
sibling's account through a written request. 
 

 
 
 
 
 
 

(Continued) 
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(Cont'd.) 
 
Unclaimed funds must be requested within one school year. Unclaimed funds will then become 

the property of the District Food Service Program. 
 
42 USC § 1758                                                                           
7 CFR §§ 210.12 and 245.5                                                      
                                                                                                 
Education Law § 908 
8 NYCRR § 114.5 

 

Adopted: 4/08/2020 

2nd reading: 3/18/2020 

1st reading:  2/12/2020 
 

Adopted: 7/26/18 

2nd reading: 7/2/18 

1st reading:  6/13/18 
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SUBJECT: WELLNESS 
 

The District is committed to providing a school environment that promotes and protects students' 
health, well-being, and ability to learn, by fostering healthy eating and physical activity before, during, 
and after the school day. This wellness policy outlines the District's approach to ensuring 
environments and opportunities for all students to practice healthy eating and physical activity 
behaviors throughout the school day while minimizing commercial distractions. This wellness policy 
applies to all students, staff, and schools in the District.  
 
Definitions 
 

For the purpose of this wellness policy:  
 
a) School campus means all areas of property under the jurisdiction of the District that are 

accessible to students during the school day. 
 
b) School day means the period from the midnight before, to 30 minutes after the end of the 

official school day. 
 
Governance 
 
District Wellness Committee 
 

The District has established a wellness committee that meets at least two (2) per year to oversee 
and establish goals for school health and safety policies and programs, including the development, 
implementation, and periodic review and update of this district-level wellness policy. The District 
Wellness Committee will evaluate and make recommendations that reflect the specific needs of the 
District and its students. 
 

The District will actively seek members for the District Wellness Committee through the use of 
email, newsletters, the District's website, the District's social media page(s), and/or advertisements. 
 

The District Wellness Committee membership will represent all school levels, and include (to 
the extent possible), but not be limited to, representatives from the following groups: 

 
a) Parents and caregivers; 

 
b) Students; 
 
c) Physical Education teachers; 
 
d) School health professionals; 
 
e) District food service program representatives; 
 
 

(Continued) 
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f) School Board; 
 
g) School administrators;  
 
h) General Education teachers;  
 
i) Supplemental Nutrition Assistance Program Education (SNAP–ED) coordinators; and 
 
j) Members of the public. 
 

District Wellness Leadership  
 
The Iroquois Central School District Business Administrator is responsible for the 

implementation and oversight of this district-level wellness policy.  The contact information for this 
individual is jwolski@iroquoiscsd.org. This individual will be referred to as District Wellness 
Coordinator throughout this wellness policy.  

 
The District Wellness Coordinator(s) will convene the District Wellness Committee, facilitate 

the development of and updates to this wellness policy, and serve as liaison(s) with community 
agencies. The District Wellness Coordinator(s) will also work to ensure each school's compliance with 
this wellness policy. 

 
Wellness Policy Implementation, Monitoring, Accountability, and Community Engagement 

 
The District will develop and maintain an implementation plan to manage and coordinate the 

execution of this wellness policy. The plan delineates roles, responsibilities, actions, and timelines 
specific to each school. It also includes specific goals and objectives for nutrition standards for all 
foods and beverages available on the school campus, food and beverage marketing, nutrition 
promotion and education, physical activity, physical education, and other school-based activities that 
promote student wellness. In developing these goals, the District will review and consider evidence-
based strategies and techniques.  

 
 
 
 
 
 
 
 

(Continued) 
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Annual Notification of Policy  

 
The District will inform families and the general public each year, via the District website and/or 

District-wide communications, of information about this wellness policy, including, but not limited to: 
its implementation status, its content, and any updates to the policy. The District will endeavor to 
share as much information as possible about its schools' nutrition environment, including a summary 
of school events or activities relative to this wellness policy implementation. Each year, the District 
will also publicize the name and contact information of the District official(s) leading and coordinating 
the District Wellness Committee, as well as information on how the community may get involved with 
the District Wellness Committee. 

 
Triennial Assessments  

 
At least once every three years, the District will assess its compliance with this wellness policy. 

The triennial assessment will measure the implementation of this wellness policy, and include an 
assessment of: 

 
a) The extent to which schools in the District are in compliance with this wellness policy; 
 
b) The extent to which this wellness policy compares to model local school wellness policies; 

and 
 
c) A description of the progress made in attaining the goals of this wellness policy. 

 
The following Iroquois Central School District Business Administrator is responsible for 

managing the District's triennial assessment.   The contact information for this individual is 
jwolski@iroquoiscsd.org. This District will actively notify the public of the availability of the triennial 
assessment results.  

 
Revisions and Updating the Policy  

 
This wellness policy will be assessed and updated, at a minimum, every three years based on the 

results of the triennial assessment. This wellness policy may also be updated as District priorities 
change, community needs change, wellness goals are met, new health science, information and 
technology emerge, and/or new Federal or State guidance or standards are issued.  

 
Evaluation and feedback from interested parties are welcomed as an essential part of revising 

and updating this wellness policy.  
 

 
 
 
 

(Continued) 
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Community Involvement, Outreach, and Communications  

 
The District is committed to being responsive to community input, which begins with awareness 

of this wellness policy. On an annual basis, the District will make this wellness policy available to 
families and the public. The District will also annually inform families and the public, in culturally and 
linguistically appropriate ways, of its content and implementation status, as well as any updates to this 
wellness policy. The District will make this information available via the district website and/or 
district-wide communications. The District will use these same means to inform families and the 
public on how to become involved with and support this wellness policy, as well as about the results 
of the triennial assessment. 

 
Recordkeeping 

 
The District will retain records to document compliance with the requirements of this wellness 

policy in the District Office and/or on the District's central computer network. Documentation 
maintained at this location includes, but is not limited to:  

 
a) The written wellness policy; 
 
b) Documentation demonstrating that this wellness policy has been made available to the 

public; 
 
c) Documentation of efforts to review and update this wellness policy, including an indication 

of who is involved in the update and methods the District uses to make stakeholders aware 
of their ability to participate on the District Wellness Committee; 

 
d) Documentation demonstrating compliance with the annual public notification 

requirements; 
 
e) The most recent triennial assessment on the implementation of this wellness policy; and 
 
f) Documentation demonstrating that the most recent triennial assessment results have been 

made available to the public.  
 

Nutrition  
 

The District seeks to ensure all of its students obtain the knowledge and skills necessary to make 
nutritious food selections and enjoy life-long physical activity. To this end, the District sets forth the 
following goals relating to nutrition.  

 
 
 
 

(Continued) 
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School Meals  
 
 The District is committed to promoting student health and reducing childhood obesity by:  

 
a) Serving meals that meet or exceed nutrition requirements established by local, state, and 

Federal statutes and regulations; 
 
b) Ensuring all students have a scheduled lunch period;  
 
c) Providing all students with adequate time to consume meals;  
 
d) Promoting healthy food and beverage choices;  
 
e) Preparing meals that are appealing and attractive to students;  
 
f) Serving meals in clean and pleasant settings;  
 
g) Having lunch follow the recess period to better support learning and healthy eating; and 
 
h) Encouraging student participation in federal Child Nutrition Programs.  
 
Child Nutrition Programs aim to improve the diet and health of school children, help mitigate 

childhood obesity, model healthy eating to support the development of lifelong healthy eating patterns 
and support healthy choices while accommodating cultural food preferences and special dietary needs.  
 

All schools within the District participate in the following federal Child Nutrition Programs: 
National School Lunch Program and School Breakfast Program.  
 

District food service staff will meet with students in grades 4 through 12 twice annually to solicit 
feedback on the school breakfast and/or school lunch program(s). 
 
Staff Qualifications and Professional Development  
 

All school nutrition program directors, managers, and staff will meet or exceed hiring and annual 
continuing education and training requirements as specified in the USDA Professional Standards for 
School Nutrition Professionals. In order to locate the training that best fits their learning needs, school 
nutrition personnel will refer to the USDA's Professional Standards for School Nutrition Standards 
website.  
 

(Continued) 
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Water 
 

To promote hydration, free, safe, unflavored drinking water will be available to all students and 
staff throughout the school day and throughout every school campus. The District will make drinking 
water available where school meals are served during meal times. 
 
Competitive Foods and Beverages  
 

All competitive foods will meet, at a minimum, the USDA Smart Snacks in School nutrition 
standards. The Smart Snacks in School nutrition standards aim to improve student health and well-
being, increase consumption of healthful foods during the school day and create an environment that 
reinforces the development of healthy eating habits.  
 

Competitive foods include all food and beverages available for sale to students on the school 
campus during the school day other than meals reimbursed through programs authorized by the 
Richard B. Russell National School Lunch Act and the Child Nutrition Act of 1966. This includes, but 
is not limited to, a la carte options in cafeterias, vending machines, school stores, and snack or food 
carts.  
 
Foods and Beverages Provided, But Not Sold, to Students During the School Day 

 
The District is committed to ensuring that all foods and beverages available to students on the 

school campus during the school day support healthy eating. The foods and beverages provided, but 
not sold, to students on the school campus during the school day (e.g. classroom parties, classroom 
snacks brought by parents, or other foods given as incentives) will meet or exceed the USDA Smart 
Snack in School nutrition standards.  

 
Fundraising  

 
All foods and beverages available for sale to students through fundraisers on the school campus 

during the school day will meet, at a minimum, the USDA Smart Snacks in School nutrition standards.  
School-sponsored fundraisers conducted outside of the school day will be encouraged to support the 
goals of this wellness policy by promoting the sale of healthy food items (fresh fruit and produce) 
and/or non-food items, such as water bottles, plants, etc., and by promoting events involving physical 
activity.  
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Foods and Beverages Available for Sale at Events Outside of the School Day 
 

The District is committed to ensuring that all foods and beverages available to students support 
healthy eating. The foods and beverages that are available for sale at school sponsored events outside 
of the school day will meet or exceed USDA Smart Snack in School nutrition standards.  

 
Food and Beverages Marketing in Schools 

 
All foods and beverages marketed or promoted to students on the school campus during the 

school day will meet, at a minimum, the USDA Smart Snacks in School nutrition standards. Food 
marketing commonly includes oral, written, or graphic statements made for the purpose of promoting 
the sale of a food or beverage product.  

 
The District is aware that certain scoreboards, signs, and other durable equipment it employs 

may market foods and beverages in a way that is inconsistent with the aims of this wellness policy. 
While the immediate replacement of this equipment is not required, as the District replaces or updates 
this equipment over time, it will ensure its replacement and purchasing decisions reflect the marketing 
guidelines established by this wellness policy. 
 
 
Nutrition Promotion and Education 

 
Nutrition promotion and education positively influences lifelong eating behaviors. The District 

will model and encourage healthy eating by: 
 
a) Promoting healthy food and beverage choices for all students by using Smarter Lunchroom 

techniques which guide students toward healthful choices, as well as by ensuring that 100% 
of foods and beverages promoted to students meet the USDA Smart Snacks in School 
nutrition standards; 

 
b) Promoting nutrition education activities that involve parents, students, and the community;  
 
c) Promoting school and community awareness of this wellness policy through various 

means, such as publication on the District website; 
 
d) Encouraging and promoting wellness through social media, newsletters, and an annual 

family wellness event; 
 
e) Encouraging participation in federal Child Nutrition Programs; 
 
f) Ensuring that the marketing and advertising of foods and beverages on school campuses 

during the school day is consistent with nutrition education and health promotion; 
 

(Continued) 
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g) Integrating nutrition education within the comprehensive health education curriculum and 

other instructional areas, as appropriate, and taught at every grade level, K through 12. 
Nutrition education follows applicable New York State Standards and is designed to help 
students acquire: 

 
1. Nutrition knowledge, including, but not limited to: the benefits of healthy eating; 

essential nutrients; nutritional deficiencies; principles of healthy weight management; 
the use and misuse of dietary supplements; and safe food storage, handling, and 
preparation; 

 
2. Nutrition-related skills, including, but not limited to: planning healthy meals; 

understanding and using food labels; critically evaluating nutrition information, 
misinformation, and commercial food advertising; assessing personal eating habits; 
and setting and achieving goals related to these concepts; 

 
h) Providing families and teachers with a list of healthy party ideas, including non-food 

celebration ideas; 
 

i) Providing families with a list of classroom snacks and beverages that meet USDA Smart 
Snacks in School nutrition standards; 

 
j) Discouraging staff from using food as a reward or withholding food as punishment under 

any circumstance – teachers and other appropriate school staff will be provided with a list 
of alternative ways to reward students; and  

 
k) Encouraging District staff to model healthy eating, drinking, and physical activity 

behaviors for students. 
 

Physical Activity and Education  
 
Physical Activity 
 

Since physical activity affects students' emotional and physical well-being, as well as their 
cognitive development, the District is committed to ensuring that all students, including students with 
disabilities requiring adaptations or modifications, are provided the opportunity to participate in 
physical activity before, during, and after school. Physical activity opportunities will be in addition to, 
not in lieu of, physical education. 
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Recess, physical education, or other physical activity time will not be cancelled for instructional 

make-up time, nor will it be withheld for disciplinary action unless the student is a danger to him or 
herself or others. This does not include participation on sport teams that may have specific academic 
requirements. Classroom teachers will be provided with a list of ideas for alternative ways to 
discipline students. 
 
 The District is committed to encouraging physical activity through the following: 

 
a) Classroom Physical Activity Breaks (Elementary and Secondary) 
 
 All classroom teachers, and particularly those engaged in the instruction of K through 5 

students, are strongly encouraged to incorporate into the school day short breaks for 
students that include physical activity, especially after long periods of inactivity.  

 
b) Recess (Elementary) 
 
 All elementary students will be offered one daily period of recess for a minimum of 20 

minutes. This requirement will not apply on days where students arrive late, leave early, or 
are otherwise on campus for less than a full day. Outdoor recess will be offered when 
weather permits. In the event that indoor recess is necessary, it will be offered in a place 
that accommodates moderate to vigorous physical activity. 

  
c) Active Academics 
 
 Teachers are encouraged to incorporate kinesthetic learning approaches into core learning 

subjects when possible to limit sedentary behavior during the school day. 
 
d) Before and After School Activities  
 
 The District will offer opportunities for all students to participate in physical activity before 

and/or after the school day through various methods, such as physical activity clubs, 
intramurals, and interscholastic sports. 

 
e) Active Transport 
 
 The District supports active transport to and from school, i.e. walking or biking. The 

District will encourage this behavior by securing storage facilities for bicycles and 
equipment and instructing students on walking and bicycling safety. The District strongly 
encourages the use of appropriate protective wear, such as helmets. 

 
(Continued) 
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Physical Education 

 
The District will have a Board-approved Physical Education Plan on file with the New York 

State Education Department that meets or exceeds the requirements set forth in the Commissioner's 
regulations. All students will be required to fulfill the physical education requirements set forth in the 
Commissioner's regulations as a condition of graduating from the District's schools. 

 
The District recognizes the importance of physical education classes in providing students with 

meaningful opportunities for physical exercise and development. Consequently, the District will 
ensure that: 
 

a) All physical education classes are taught or supervised by a certified physical education 
teacher; 

 
b) All physical education staff receive professional development relevant to physical 

education on a yearly basis; 
 

c) Interscholastic sports, intramural sports, and recess do not serve as substitutes for a quality 
physical education program; 

 
d) Students are afforded the opportunity to participate in moderate to vigorous activity for at 

least 50% of physical education class time; 
 

e) It provides adequate space and equipment for physical education and conforms to all 
applicable safety standards; 

 
f) An age-appropriate, sequential physical education curriculum consistent with national and 

state standards for physical education is implemented, with a focus on students' 
development of motor skills, movement forms, and health-related fitness; 

 
g) A physical and social environment is provided that encourages safe and enjoyable activity 

for all students; and  
 

h) Activities or equipment are adapted or modified to meet the needs of students who are 
temporarily or permanently unable to participate in the regular program of physical 
education. In doing so, the District will abide by specific provisions in 504 Plans and/or 
individualized education programs (IEP). To that end, the Committee on Special Education 
(CSE) will ensure that a certified physical education teacher participates in the 
development of a student's IEP, if the student may be eligible for adapted physical 
education.  
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Other School-Based Activities that Promote Student Wellness 
 

The District is committed to establishing a school environment that is conducive to healthy 
eating and physical activity for all. The District will, therefore, pursue the following: 
 
Community Partnerships 
 

The District will develop, enhance, and continue relationships with community partners in 
support of the implementation of this wellness policy. Existing and new community partnerships will 
be evaluated to ensure they are consistent with this wellness policy and its goals. The District will 
provide all community partners with a copy of this wellness policy so that they are aware of the 
District's requirements and goals.  
 
Community Access to District Facilities for Physical Activities  
 

School grounds and facilities will be available to students, staff, community members and 
organizations, and agencies offering physical activity and nutrition programs consistent with District 
policy, including provisions regarding conduct on school grounds and administrative approval of use 
by outside organizations. 
 
Professional Learning 
 
 When feasible, the District will offer annual professional learning opportunities and resources for 
staff to increase knowledge and skills about promoting healthy behaviors in the classroom and school 
(e.g., increasing the use of kinesthetic teaching approaches or incorporating nutrition lessons into math 
class). Professional learning will help District staff understand the connections between academics and 
health and the ways in which health and wellness are integrated into ongoing district reform or 
academic improvement plans/efforts. 
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42 USC. §§ 1758, 1758b 
7 CFR. §§ 210.10, 210.11,  210.18,  210.31, and 220.8 
USDA, SP 24-2017, Local School Wellness Policy: Guidance and Q&As (Apr. 6, 2017) 
81 Fed. Reg. 50,151 (July 29, 2016) (codified at 7 C.F.R. pts. 210 & 220)  
Education Law § 915 
8 NYCRR § 135.4 
Memorandum from N.Y. St. Educ. Department on Smart Snacks Standards and Fundraisers (Sept. 16, 2014)  
 
 
 
 
 
NOTE: Refer also to Policy # 5660 – Meal Charging and Prohibition Against Meal Shaming 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Amended  
1st reading: 6/13/18 
2nd reading: 7/2/18 
Adopted: 7/26/18 
 
Adopted: 6/2009 
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SUBJECT: RECORDS MANAGEMENT 
 

The Superintendent will designate a Records Management Officer, subject to Board approval, to 
develop and coordinate the District’s orderly and efficient records management program. Among other 
aspects, this program includes the legal disposition or destruction of obsolete records and the storage 
and management of inactive records. The Records Management Officer will work with other District 
officials to develop and maintain this program. 
 
Retention and Disposition of Records  
 

The Superintendent will retain records for such a period and dispose of them in the manner 
described in Records Retention and Disposition Schedule ED-1 or as otherwise approved by the 
Commissioner of Education. 
 
 
Replacing Original Records with Microforms or Electronic Images 
 

The District will follow procedures prescribed by the Commissioner of Education to ensure 
accessibility and intelligibility for the life of any microform or electronic records that replace paper 
originals or micrographic copies. . 
 
Retention and Preservation of Electronic Records 
 

The District will ensure that record-retention requirements are incorporated into any program, 
plan, or process for design, redesign, or substantial enhancement of an information system that stores 
electronic records. The District will also ensure that electronic records are not rendered unusable 
because of changing technology before their retention and preservation requirements expire. 

 
Arts and Cultural Affairs Law § 57.19 
8 NYCRR Part 185 
 
 
Adopted: March 14, 2018 
Second Reading: January 10, 2018 
First Reading: December 6, 2018 
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SUBJECT: DISPOSAL OF CONSUMER REPORT INFORMATION AND RECORDS 
 
 In accordance with the Federal Trade Commission's (FTC) "Disposal Rule," and in an effort to 
protect the privacy of consumer information, reduce the risk of fraud and identity theft, and guard 
against unauthorized access to or use of the information, the School District will take appropriate 
measures to properly dispose of sensitive information (i.e., personal identifiers) contained in or 
derived from consumer reports and records. Any employer who uses or possesses consumer 
information for a business purpose is subject to the Disposal Rule. According to the FTC, the standard 
for proper disposal of information derived from a consumer report is flexible, and allows the District 
to determine what measures are reasonable based on the sensitivity of the information, the costs and 
benefits of different disposal methods, and changes in technology.  
 
 The term "consumer report" shall include information obtained from a consumer reporting 
company that is used - or expected to be used - in establishing a consumer's eligibility for employment 
or insurance, among other purposes. The term "employment purposes" when used in connection with a 
consumer report means a report used for the purpose of evaluating a consumer for employment, 
promotion, reassignment or retention as an employee. 
 
 The FTC Disposal Rule defines "consumer information" as "any record about an individual, 
whether in paper, electronic, or other form, that is a consumer report or is derived from a consumer 
report. Consumer information also means a compilation of such records. Consumer information does 
not include information that does not identify individuals, such as aggregate information or blind 
data." 
 
Information Covered by the Disposal Rule 
 
 The FTC has not included a rigid definition of the kinds of information that would be considered 
to identify particular individuals. In accordance with FTC guidance, there are a variety of personal 
identifiers beyond simply a person's name that would bring information within the scope of the 
Disposal Rule, including, but not limited to, a social security number, driver's license number, phone 
number, physical address, and e-mail address. Depending upon the circumstances, data elements that 
are not inherently identifying can, in combination, identify particular individuals. 
 
"Proper" Disposal 
 
 The FTC Disposal Rule defines "dispose," "disposing," or "disposal," as: 
 
 a) "The discarding or abandonment of consumer information," or 
 
 b) "The sale, donation, or transfer of any medium, including computer equipment, upon which 

consumer information is stored." 
 
 
 
 

(Continued) 
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(Cont'd.) 
 
 The District will utilize disposal practices that are reasonable and appropriate to prevent the 
unauthorized access to - or use of - information contained in or derived from consumer reports and 
records. Reasonable measures to protect against unauthorized access to or use of consumer 
information in connection with District disposal include the following examples. These examples are 
not exclusive or exhaustive methods for complying with the Disposal Rule. 
 
a) Burning, pulverizing, or shredding of papers containing consumer information so that the 

information cannot practicably be read or reconstructed. 
 
b) Destroying or erasing electronic media containing consumer information so that the information 

cannot practicably be read or reconstructed. 
 
c) After due diligence, entering into and monitoring compliance with a contract with another party 

engaged in the business of record destruction to dispose of material, specifically identified as 
consumer information, in a manner consistent with the Disposal Rule. In this context, due 
diligence could include: 

 
1. Reviewing an independent audit of the disposal company's operations and/or its 

compliance with the Disposal Rule;  
 
2. Obtaining information about the disposal company from several references or other reliable 

sources; 
 
3. Requiring that the disposal company be certified by a recognized trade association or 

similar third party; 
 
4. Reviewing and evaluating the disposal company's information security policies or 

procedures;  
 
5. Taking other appropriate measures to determine the competency and integrity of the 

potential disposal company; or 
 
6. Requiring that the disposal company have a certificate of registration from the New York 

Department of State issued on or after October 1, 2008. 
 
d) For persons (as defined in accordance with the Fair Credit Reporting Act) or entities who 

maintain or otherwise possess consumer information through their provision of services directly 
to a person subject to the Disposal Rule, monitoring compliance with policies and procedures 
that protect against unauthorized or unintentional disposal of consumer information, and 
disposing of such information in accordance with examples a) and b) above. 

 
 

(Continued) 
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(Cont'd.) 
 
Implementation of Practices and Procedures 
 
 The Board delegates to the Superintendent/designee(s) the authority and responsibility to review 
current practices regarding the disposal of consumer information; and to implement such further 
reasonable and appropriate procedures, including staff training as necessary, to ensure compliance 
with the FTC's Disposal Rule. 
 
 
 
The Fair Credit Reporting Act, 15 United States Code (USC) Section 1681 et seq. 
The Fair and Accurate Credit Transactions Act of 2003, Public Law 108-159 
Federal Trade Commission Disposal of Consumer Report Information and Records, 16 Code of Federal 
  Regulations (CFR) Part 682 
General Business Law Article 39-G 
19 New York Code of Rules and Regulations (NYCRR) Section 199 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Adopted:  6/25/09 
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SUBJECT: INFORMATION SECURITY BREACH AND NOTIFICATION 
 
 The District values the protection of private information of individuals in accordance with 
applicable law and regulations. The District is required to notify affected individuals when there has 
been or is reasonably believed to have been a compromise of the individual's private information in 
compliance with the Information Security Breach and Notification Act and Board policy. 
 
a) "Personal information" means any information concerning a person which, because of name, 

number, symbol, mark, or other identifier, can be used to identify that person. 
 
b) "Private information" means either:   

 
1. Personal information consisting of any information in combination with any one or more of 

the following data elements, when either the data element or the combination of personal 
information plus the data element is not encrypted or encrypted with an encryption key that 
has also been accessed or acquired: 

 
(a) Social security number; 
 
(b) Driver's license number or non-driver identification card number;  
 
(c) Account number, credit or debit card number, in combination with any required 

security code, access code, password, or other information which would permit 
access to an individual's financial account; 

 
(d) Account number, or credit or debit card number, if circumstances exist where the 

number could be used to access an individual's financial account without additional 
identifying information, security code, access code, or password; or 

 
(e) Biometric information, meaning data generated by electronic measurements of an 

individual's unique physical characteristics, such as fingerprint, voice print, retina or 
iris image, or other unique physical representation or digital representation which are 
used to authenticate or ascertain the individual's identity; 

 
2. A username or email address in combination with a password or security question and 

answer that would permit access to an online account. 
 
“Private information” does not include publicly available information that is lawfully made 
available to the general public from federal, state, or local government records. 
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SUBJECT: INFORMATION SECURITY BREACH AND NOTIFICATION  (Cont'd.) 
 
c) "Breach of the security of the system" means unauthorized acquisition or acquisition without 

valid authorization of computerized data which compromises the security, confidentiality, or 
integrity of personal information maintained by the District. Good faith acquisition of personal 
information by an employee or agent of the District for the purposes of the District is not a 
breach of the security of the system, provided that private information is not used or subject to 
unauthorized disclosure. 

 
Determining if a Breach Has Occurred 
 
 In determining whether information has been acquired, or is reasonably believed to have been 
acquired, by an unauthorized person or person without valid authorization, the District may consider 
the following factors, among others: 
 

a) Indications that the information is in the physical possession or control of an unauthorized 
person, such as a lost or stolen computer or other device containing information;  

 
b) Indications that the information has been downloaded or copied;  

 
c) Indications that the information was used by an unauthorized person, such as fraudulent 

accounts opened or instances of identity theft reported; or 
 

d) System failures. 
 
Notification Requirements 
 
a) For any computerized data owned or licensed by the District that includes private information, 

the District will disclose any breach of the security of the system following discovery or 
notification of the breach to any New York State resident whose private information was, or is 
reasonably believed to have been, accessed or acquired by a person without valid authorization. 
The disclosure to affected individuals will be made in the most expedient time possible and 
without unreasonable delay, consistent with the legitimate needs of law enforcement, or any 
measures necessary to determine the scope of the breach and restore the integrity of the data 
system. The District will consult with the New York State Office of Information Technology 
Services to determine the scope of the breach and restoration measures. Within 90 days of the 
notice of the breach, the New York State Office of Information Technology Services will deliver 
a report to the District on the scope of the breach and recommendations to restore and improve 
the security of the system. 

 
b) Notice to affected persons under State Technology Law is not required if the exposure of private 

information was an inadvertent disclosure by persons authorized to access private information, 
and the Superintendent and/or Designee reasonably determines the exposure will not likely result 
in the misuse of the information, or financial or emotional harm to the affected persons. This 
determination must be documented in writing and maintained for at least five years. If the 
incident affected over 500 New York State residents, the District will provide the written 
determination to the New York State Attorney General within ten days after the determination. 
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SUBJECT: INFORMATION SECURITY BREACH AND NOTIFICATION  (Cont'd.) 
   
c) If notice of the breach of the security of the system is made to affected persons pursuant to the 

breach notification requirements under certain laws and regulations, the District is not required 
to provide additional notice to those affected persons under State Technology Law. However, the 
District will still provide notice to the New York State Attorney General, the New York State 
Department of State, the New York State Office of Information Technology Services, and to 
consumer reporting agencies. 

 

d) For any computerized data maintained by the District that includes private information which the 
District does not own, the District will notify the owner or licensee of the information of any 
breach of the security of the system immediately following discovery, if the private information 
was, or is reasonably believed to have been, accessed or acquired by a person without valid 
authorization. 

 

 The notification requirement may be delayed if a law enforcement agency determines that the 
notification impedes a criminal investigation. The required notification will be made after the law 
enforcement agency determines that the notification does not compromise the investigation. 
 

If the District is required to provide notification of a breach, including breach of information that 
is not private information, to the United States Secretary of Health and Human Services pursuant to 
the Health Insurance Portability and Accountability Act of 1996 or the Health Information Technology 
for Economic and Clinical Health Act, it will provide notification to the New York State Attorney 
General within five business days of notifying the United States Secretary of Health and Human 
Services. 
 

Methods of Notification 
 

 The required notice will be directly provided to the affected persons by one of the following 
methods: 
 

a) Written notice; 
 

b) Electronic notice, provided that the person to whom notice is required has expressly 
consented to receiving the notice in electronic form and a log of each notification is kept by 
the District when notifying affected persons in electronic form. However, in no case will 
the District require a person to consent to accepting the notice in electronic form as a 
condition of establishing any business relationship or engaging in any transaction;                  

 
c) Telephone notification, provided that a log of each notification is kept by the District when 

notifying affected persons by phone; or 
 

d) Substitute notice, if the District demonstrates to the New York State Attorney General that 
the cost of providing notice would exceed $250,000, or that the affected class of subject 
persons to be notified exceeds 500,000, or that the District does not have sufficient contact 
information. Substitute notice will consist of all of the following: 
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SUBJECT: INFORMATION SECURITY BREACH AND NOTIFICATION  (Cont'd.) 
 

1. Email notice when the District has an email address for the subject persons;  
 

2. Conspicuous posting of the notice on the District's website page, if the District 
maintains one; and 

 

3. Notification to major statewide media. 
 

 Regardless of the method by which notice is provided, the notice will include: 
 

a) Contact information for the notifying District;  
 

b) The telephone numbers and websites of the relevant state and federal agencies that 
provide information regarding security breach response and identity theft prevention 
and protection information; and 

 

c) A description of the categories of information that were, or are reasonably believed to 
have been, accessed or acquired by a person without valid authorization, including 
specification of which of the elements of personal information and private 
information were, or are reasonably believed to have been, accessed or acquired. 

 
 In the event that any New York State residents are to be notified, the District will notify the 
New York State Attorney General, New York State Department of State, and New York State 
Office of Information Technology Services as to the timing, content, and distribution of the 
notices and approximate number of affected persons and provide a copy of the template of the 
notice sent to affected persons. This notice will be made without delaying notice to affected New 
York State residents. 
 
 In the event that more than 5,000 New York State residents are to be notified at one time, 
the District will also notify consumer reporting agencies, as to the timing, content, and 
distribution of the notices and approximate number of affected persons. This notice will be made 
without delaying notice to affected New York State residents. 
 
 A list of consumer reporting agencies will be compiled by the New York State Attorney 
General and furnished upon request to any district required to make a notification in accordance 
with State Technology Law  
 
State Technology Law §§ 202 and 208 
 

  
Amended:  1st reading: 2/12/2020,  2nd reading: 3/18/2020,   Adopted: 4/08/2020 

Amended:  1st reading 1/1/415,  2nd reading: 2/11/15,  Adopted: 3/18/15 

Amended:  1st reading 10/9/13, 2nd reading 11/13/13, Adopted: 12/11/13 
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NYS EDUCATION DEPARTMENT 

DATA INCIDENT REPORTING FORM  

(EDUCATIONAL AGENCY) 

Office of the Chief Privacy Officer 

Privacy@nysed.gov  518.474.0937 
 

Reporting Individual/Entity’s Information: 

Name of Reporting Individual: ____________________________  Title: _________________________ 

Name of Educational Agency/Company: ___________________________________________________ 

Office phone No.: __________________    Mobile phone (if applicable) #: ________________________ 

Email: ___________________________ 

 

 

Please indicate if a third-party contractor is implicated (software vendor, technology services, cloud   

                 services) _________________________________________ 

If yes, please explain how: ___________________________________ 

 

 

Information about the Education Agency Impacted, If different from Reporting Entity: 

Name: ____________________________________________________________________ 

Street Address: _____________________________________________________________ 

City: ________________________________    State: _______ Zip Code: ______________ 

Office phone #: ________________________   Email: _____________________________ 

 

Type of Organization (select one): 

[    ] School District;    [     ]  BOCES/RIC;  [    ] Other:  _________________ (specify).   

 

 

Dates: 
 

Date of Incident: ___________ Date of Discovery: ______  
 

Date of Notification to Affected Persons (made or planned): __________________ 
 

Date reported to state agencies other than SED (indicate entity to which report was make, e.g. AG): 

_____________________________________ 
 

Recovery Date (by system, if applicable): ______________________ 

 

 

Description of Incident (select all that apply): 
 

[   ] Loss or theft of device or media (e.g., computer, laptop, external hard drive, thumb drive, CD, tape); 
 

[   ] Internal system breach;  [   ] Insider wrongdoing; [   ] External system breach (e.g., hacking); 
 

[   ] Unauthorized Access; [   ] Malicious Code (virus, malware etc.); [   ] Inadvertent disclosure; 
 

 

[   ] Other (specify): _____________________________________________________________ 
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Additional Information (briefly describe what occurred): 

 

 

 

 

 

 

 

 

 

 

 

 

Please complete an submit this form to each of the three state agencies listed below: 

 

Fax or E-mail this form to: 

 

New York State Attorney General’s Office 

SECURITY BREACH NOTIFICATION  

Consumer Frauds and Protection Bureau 

120 Broadway – 3rd Floor 

New York, NY  10271 

E-mail: breach.security@ag.ny.gov 

 

New York State Office of Information Technology Services 

Enterprise Information Security Office 

SECURITY BREACH NOTIFICATION 

1220 Washington Avenue 

State Office Campus 

Building 7A, 4th Floor 

Albany, NY 12242 

Fax: 518-322-4976 

E-mail: eiso@its.ny.gov 

 

New York State Department of State Division of Consumer Protection 

Attention: Director of the Division of Consumer Protection 

SECURITY BREACH NOTIFICATION 

99 Washington Avenue, Suite 650 

Albany, New York 12231 

Fax: (518) 473-9055 

E-mail: security_breach_notification@dos.ny.gov 
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SUBJECT: SCHOOL DISTRICT REPORT CARD 
 
 Each year the Board of Education shall prepare a School District Report Card, pursuant to the 
Regulations of the Commissioner of Education, and shall make it publicly available by transmitting it 
to local newspapers of general circulation, appending it to copies of the proposed budget made 
publicly available as required by law, making it available for distribution at the Annual Meeting and 
making it available to parents/guardians. 
 
 The School District Report Card shall include, at a minimum, the following information: 
 
 a) Measures of academic performance. The School District Report Card shall include, on a 

school-by-school basis, the student academic performance indicators applicable to each 
school as prescribed by the Commissioner for the school year. Such academic performance 
indicators shall include, but need not be limited to: 

 
2. The performance of students in the schools of the District on the State performance 

evaluation tests in reading, writing, mathematics, science and vocational courses; and 
 

3. The Regents examinations in English and languages other than English, mathematics, 
science and social studies, as designated by the Commissioner. The Report Card shall 
compare such measures of academic performance to statewide averages for all public 
schools and statewide averages for public school districts of comparable wealth and 
need, as developed and distributed by the Commissioner. 

 
a) Measures of fiscal performance. The Report Card shall include expenditures per student on 

regular education and expenditures per student on special education. The Report Card  shall 
compare such measures of fiscal performance to statewide averages for all public school 
districts and statewide averages for public school districts of comparable wealth and need, 
as developed and distributed by the Commissioner. 

 
b) Special Education placements. Each year, the Report Card shall include the number and 

percentage of students in special education by placement, including both private and public 
school placements, and a comparison of such percentages to the statewide average in 
accordance with criteria as enumerated in Education Law and/or Commissioners' 
Regulations. 

 
c) Other measures/information to be included in the Report: 

 
1. The Report Card shall also include graduation and college-going rates; and 

attendance, suspension and dropout rates. 
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SUBJECT: SCHOOL DISTRICT REPORT CARD  (Cont'd.) 
 
  2. Any information regarding student performance and expenditure per student required 

to be included in the Annual Report by the Regents to the Governor and the 
Legislature in accordance with Education Law. 

 
3. Any other information specified by the Commissioner. 

 
 Additional information may be added to the School District Report Card as determined by the 
Superintendent or his/her designee, and upon approval by the Board of Education, or order to provide 
a more comprehensive assessment of District achievements and the school population. 
 
 All budget documents for distribution to the public shall be in plain language and organized in a 
manner which best promotes public comprehension of the contents. 
 
 
 
Education Law Sections 215-a, 1608, 1716, 2554(24), 
  2590-E(23), 2590-g(21), and 2601-a(7) 
8 New York Code of Rules and Regulations (NYCRR) 
  Sections 100-2(bb), 170.8, and 170.9 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Adopted:  6/25/09 
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SUBJECT: EMPLOYEE PERSONAL IDENTIFYING INFORMATION 
 

In accordance with Section 203-d of the New York State Labor Law, the District shall restrict the 
use and access to employee personal identifying information. As enumerated in law, "personal 
identifying information" shall include social security number, home address or telephone number, 
personal electronic mail address, Internet identification name or password, parent's surname prior to 
marriage, or driver's license number. 

 
The District shall not unless otherwise required by law: 
  
a) Publicly post or display an employee's social security number; 
 
b) Visibly print a social security number on any identification badge or card, including any 

time card; 
 
c) Place a social security number in files with unrestricted access; or 
 
d) Communicate an employee's personal identifying information to the general public. 
 
A social security number shall not be used as an identification number for purposes of any 

occupational licensing. 
 
District staff shall have access to this policy, informing them of their rights and responsibilities 

in accordance with Labor Law Section 203-d. District procedures for safeguarding employee 
"personal identifying information" shall be evaluated; and employees who have access to such 
information as part of their job responsibilities shall be advised as to the restrictions on release of such 
information in accordance with law. 

 
 
 

Labor Law Section 203-d  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Adopted:  6/25/09 
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SUBJECT: STUDENT GRADING INFORMATION SYSTEMS 
 
 Student performance is assessed in many ways, but primarily through assigned grades. The 
District will help ensure the integrity of student grades by controlling access to its grading information 
system and by approving modifications to grades where warranted. 
 
The System 
 
 The District utilizes an electronic software system that contains a record of student performance, 
credit accumulation, report cards, and a transcript. More specifically, the system includes class rosters 
where teachers enter student grades and track their students' academic progress. The system is used to 
generate student report cards and transcripts, and to maintain all student grading records.  
 
 To protect student data in the system, the District will first establish who has the authority to 
grant, change, or terminate user access. The personnel with this authority will be very limited. Further, 
if the grading system has a feature that allows one user or account to assume the identity of another 
user or account, the District will restrict or disable that feature. These types of features could allow a 
user greater access than intended, including inheriting permissions of another user that are greater than 
the user's. 
 
System Access 
 
 The District will create categories of system users and assign appropriate system permissions to 
each. Users' permissions will be compatible with and restricted by their roles and job duties; their 
access will be as restrictive as possible. Typically, teachers will have the ability to enter, update, and 
modify grades each marking period before a pre-determined lockout date. The lockout function will be 
consistently used throughout the school year to help prevent grade modifications without authorization 
after a marking period closes. Through increased system permissions, other individuals—such as non-
classroom teachers, guidance counselors, information technology (IT) staff, clerical staff, and support 
staff—will be able to view or modify grades.  
 
 The District will work with its IT, human resources, and other appropriate departments to 
determine how best to timely establish access rights, add users, deactivate or modify user accounts, 
and monitor user accounts. The District will develop further IT controls to protect against improper 
access, if needed. 
 
Grade Changes 
 
 Once the lockout period begins, only authorized users identified by the District may change 
grades, and only under certain circumstances. The system will recognize when grades change, and a 
log of modified grades may then be viewed and printed. Any grade mismatches will be reconciled 
before the next marking period closes or before the end of the school year, whichever is earlier. 
 
 
 
 
 
 
 
 

(Continued) 
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SUBJECT: STUDENT GRADING INFORMATION SYSTEMS  (Cont'd.) 
 
 The staff member seeking to change a grade will submit a grade-change form signed by the 
requesting party, the teacher who assigned the original grade, and the appropriate administrator. This 
form and all other documents supporting a grade modification will be electronically filed in the 
grading system or filed in a non-electronic system—if electronic filing is impossible or impractical—
and maintained for six years. The personnel seeking the modification should specify one or more 
reasonable grounds for the grade change on the form. There must be reasonable grounds to alter a 
grade. The reasons may include: 
 

a) Data entry error; 
 

b) Computational error; 
 

c) A modification based on work submitted or considered after the lockout date; 
 

d) Changing an incomplete grade to a regular grade because a student completed course 
requirements; 

 
e) Credit recovery coursework; 

 
f) Administrative change; or 

 
g) Other acceptable justifications. 

 
Audit Log and Monitoring 
 
 The District's grading system will have an audit log or grade-change report function that records 
certain system activities, including modifications to grades. The District will periodically monitor 
audit logs or grade-change reports to confirm the integrity of the system, to ensure proper access by 
personnel, and to confirm that modifications within the system are appropriate and completed in a 
timely manner. The District will also periodically monitor user accounts and rights so that the 
permissions granted are proper and the minimum necessary for each user or user group. To the extent 
feasible, the District will make sure that user accounts are current and updated regularly. The District 
will be able to print user information, logs, reports, and other documents from the student grading 
information system, as needed.  
 
Student Transcripts 
 
 Student transcripts may show all credit-bearing classes; final grades; test scores; grade-point 
average; class rank; diploma type; SAT, ACT, and other standardized test scores; and graduation date. 
The same controls, protections, and monitoring applicable to student grading information apply 
equally to student transcripts. 
 
Adopted: 05/09/17 
2nd reading:  04/05/17 
1st reading: 03/08/17 
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SUBJECT: PRIVACY AND SECURITY FOR STUDENT DATA AND TEACHER AND 
PRINCIPAL DATA 

 
 The District is committed to maintaining the privacy and security of student data and teacher and 
principal data and will follow all applicable laws and regulations for the handling and storage of this 
data in the District and when disclosing or releasing it to others, including, but not limited to, third-
party contractors. The District adopts this policy to implement the requirements of Education Law 
Section 
2-d and its implementing regulations, as well as to align the District's data privacy and security 
practices with the National Institute for Standards and Technology Framework for Improving Critical 
Infrastructure Cybersecurity (Version 1.1). 
 
Definitions  
 
 As provided in Education Law Section 2-d and/or its implementing regulations, the following 
terms, as used in this policy, will mean: 
 

a) "Breach" means the unauthorized acquisition, access, use, or disclosure of student data 
and/or teacher or principal data by or to a person not authorized to acquire, access, use, or 
receive the student data and/or teacher or principal data. 

 
b) "Building principal" means a building principal subject to annual performance evaluation 

review under the provisions of Education Law Section 3012-c. 
 
c) "Classroom teacher" means a teacher subject to annual performance evaluation review 

under the provisions of Education Law Section 3012-c. 
 
d) "Commercial or marketing purpose" means the sale of student data; or its use or disclosure 

for purposes of receiving remuneration, whether directly or indirectly; the use of student 
data for advertising purposes, or to develop, improve, or market products or services to 
students. 

 
e) "Contract or other written agreement" means a binding agreement between an educational 

agency and a third-party, which includes, but is not limited to, an agreement created in 
electronic form and signed with an electronic or digital signature or a click-wrap agreement 
that is used with software licenses, downloaded, and/or online applications and transactions 
for educational technologies and other technologies in which a user must agree to terms 
and conditions prior to using the product or service. 

 
f) "Disclose" or "disclosure" means to permit access to, or the release, transfer, or other 

communication of personally identifiable information by any means, including oral, 
written, or electronic, whether intended or unintended. 

 
g) "Education records" means an education record as defined in the Family Educational 

Rights and Privacy Act and its implementing regulations, 20 USC Section 1232g and 34 
CFR Part 99, respectively. 
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SUBJECT: PRIVACY AND SECURITY FOR STUDENT DATA AND TEACHER AND 
PRINCIPAL DATA  (Cont'd.) 

 
h) "Educational agency" means a school district, board of cooperative educational services 

(BOCES), school, or the New York State Education Department (NYSED). 
 
i) "Eligible student" means a student who is eighteen years or older.  
 
j) "Encryption" means methods of rendering personally identifiable information unusable, 

unreadable, or indecipherable to unauthorized persons through the use of a technology or 
methodology specified or permitted by the Secretary of the United States Department of 
Health and Human Services in guidance issued under 42 USC Section 17932(h)(2). 

 
k) "FERPA" means the Family Educational Rights and Privacy Act and its implementing 

regulations, 20 USC Section 1232g and 34 CFR Part 99, respectively. 
 
l) "NIST Cybersecurity Framework" means the U.S. Department of Commerce National 

Institute for Standards and Technology Framework for Improving Critical Infrastructure 
Cybersecurity (Version 1.1). A copy of the NIST Cybersecurity Framework is available at 
the Office of Counsel, State Education Department, State Education Building, Room 148, 
89 Washington Avenue, Albany, New York 12234. 

 
m) "Parent" means a parent, legal guardian, or person in parental relation to a student. 
 
n) "Personally identifiable information (PII)," as applied to student data, means personally 

identifiable information as defined in 34 CFR Section 99.3 implementing the Family 
Educational Rights and Privacy Act, 20 USC Section 1232g, and, as applied to teacher or 
principal data, means personally identifying information as this term is defined in 
Education Law Section 3012-c(10). 

 
o) "Release" has the same meaning as disclosure or disclose. 
 
p) "Student" means any person attending or seeking to enroll in an educational agency. 
 
q) "Student data" means personally identifiable information from the student records of an 

educational agency. 
 
r) "Teacher or principal data" means personally identifiable information from the records of 

an educational agency relating to the annual professional performance reviews of 
classroom teachers or principals that is confidential and not subject to release under the 
provisions of Education Law Sections 3012-c and 3012-d. 

 
s) "Third-party contractor" means any person or entity, other than an educational agency, that 

receives student data or teacher or principal data from an educational agency pursuant to a 
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contract or other written agreement for purposes of providing services to the educational 
 

(Continued) 
SUBJECT: PRIVACY AND SECURITY FOR STUDENT DATA AND TEACHER AND 

PRINCIPAL DATA  (Cont'd.) 
 

agency, including but not limited to data management or storage services, conducting 
studies for or on behalf of the educational agency, or audit or evaluation of publicly funded 
programs. This term will include an educational partnership organization that receives 
student and/or teacher or principal data from a school district to carry out its 
responsibilities pursuant to Education Law Section 211-e and is not an educational agency, 
and a not-for-profit corporation or other nonprofit organization, other than an educational 
agency. 

 
t) "Unauthorized disclosure" or "unauthorized release" means any disclosure or release not 

permitted by federal or state statute or regulation, any lawful contract or written agreement, 
or that does not respond to a lawful order of a court or tribunal or other lawful order. 

 
Data Collection Transparency and Restrictions 
 
 As part of its commitment to maintaining the privacy and security of student data and teacher 
and principal data, the District will take steps to minimize its collection, processing, and transmission 
of PII. Additionally, the District will: 
 
 a) Not sell PII nor use or disclose it for any marketing or commercial purpose or facilitate its 

use or disclosure by any other party for any marketing or commercial purpose or permit 
another party to do so. 

 
 b) Ensure that it has provisions in its contracts with third-party contractors or in separate data 

sharing and confidentiality agreements that require the confidentiality of shared student 
data or teacher or principal data be maintained in accordance with law, regulation, and 
District policy.  

 
 Except as required by law or in the case of educational enrollment data, the District will not 
report to NYSED the following student data elements:  
 
 a) Juvenile delinquency records;  
 
 b) Criminal records;  
 
 c) Medical and health records; and  
 
 d) Student biometric information.  
 
 Nothing in Education Law Section 2-d or this policy should be construed as limiting the 
administrative use of student data or teacher or principal data by a person acting exclusively in the 
person's capacity as an employee of the District. 
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SUBJECT: PRIVACY AND SECURITY FOR STUDENT DATA AND TEACHER AND 

PRINCIPAL DATA  (Cont'd.) 
 
Chief Privacy Officer 
 
 The Commissioner of Education has appointed a Chief Privacy Officer who will report to the 
Commissioner on matters affecting privacy and the security of student data and teacher and principal 
data. Among other functions, the Chief Privacy Officer is authorized to provide assistance to 
educational agencies within the state on minimum standards and best practices associated with privacy 
and the security of student data and teacher and principal data. 
 
 The District will comply with its obligation to report breaches or unauthorized releases of 
student data or teacher or principal data to the Chief Privacy Officer in accordance with Education 
Law Section 2-d, its implementing regulations, and this policy. 
 
 The Chief Privacy Officer has the power, among others, to: 
 
 a) Access all records, reports, audits, reviews, documents, papers, recommendations, and 

other materials maintained by the District that relate to student data or teacher or principal 
data, which includes, but is not limited to, records related to any technology product or 
service that will be utilized to store and/or process PII; and 

 
 b) Based upon a review of these records, advise the District to act to ensure that PII is 

protected in accordance with laws and regulations, including but not limited to requiring 
the District to perform a privacy impact and security risk assessment. 

 
Data Protection Officer  
 
 The District has designated a District employee to serve as the District's Data Protection Officer. 
The Data Protection Officer for the District shall be approved annually during the district’s 
reorganization meeting.  
 
 The Data Protection Officer is responsible for the implementation and oversight of this policy 
and any related procedures including those required by Education Law Section 2-d and its 
implementing regulations, as well as serving as the main point of contact for data privacy and security 
for the District. 
 
 The District will ensure that the Data Protection Officer has the appropriate knowledge, training, 
and experience to administer these functions. The Data Protection Officer may perform these functions 
in addition to other job responsibilities. Additionally, some aspects of this role may be outsourced to a 
provider such as a BOCES, to the extent available. 
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 (Continued) 
SUBJECT: PRIVACY AND SECURITY FOR STUDENT DATA AND TEACHER AND 

PRINCIPAL DATA  (Cont'd.) 
 
District Data Privacy and Security Standards 
 
 The District will use the National Institute for Standards and Technology Framework for 
Improving Critical Infrastructure Cybersecurity (Version 1.1) (Framework) as the standard for its data 
privacy and security program. The Framework is a risk-based approach to managing cybersecurity risk 
and is composed of three parts: the Framework Core, the Framework Implementation Tiers, and the 
Framework Profiles. The Framework provides a common taxonomy and mechanism for organizations 
to:  
 

a) Describe their current cybersecurity posture;  
 
b) Describe their target state for cybersecurity;  
 
c) Identify and prioritize opportunities for improvement within the context of a continuous 

and repeatable process;  
 
d) Assess progress toward the target state; and 
 
e) Communicate among internal and external stakeholders about cybersecurity risk. 

 
 The District will protect the privacy of PII by: 
 
 a) Ensuring that every use and disclosure of PII by the District benefits students and the 

District by considering, among other criteria, whether the use and/or disclosure will: 
 
  1. Improve academic achievement; 
 
  2. Empower parents and students with information; and/or 
 
  3. Advance efficient and effective school operations.  
 
 b) Not including PII in public reports or other public documents. 
 
 The District affords all protections under FERPA and the Individuals with Disabilities Education 
Act and their implementing regulations to parents or eligible students, where applicable.  
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(Continued) 
SUBJECT: PRIVACY AND SECURITY FOR STUDENT DATA AND TEACHER AND 

PRINCIPAL DATA  (Cont'd.) 
 
Third-Party Contractors   
 
District Responsibilities 
 
 The District will ensure that whenever it enters into a contract or other written agreement with a 
third-party contractor under which the third-party contractor will receive student data or teacher or 
principal data from the District, the contract or written agreement will include provisions requiring 
that confidentiality of shared student data or teacher or principal data be maintained in accordance 
with law, regulation, and District policy. 
 
 In addition, the District will ensure that the contract or written agreement includes the third-party 
contractor's data privacy and security plan that has been accepted by the District.  
 
 The third-party contractor's data privacy and security plan must, at a minimum: 
 
 a) Outline how the third-party contractor will implement all state, federal, and local data 

privacy and security contract requirements over the life of the contract, consistent with 
District policy;  

 
 b) Specify the administrative, operational, and technical safeguards and practices the third-

party contractor has in place to protect PII that it will receive under the contract; 
 
 c) Demonstrate that the third-party contractor complies with the requirements of 8 NYCRR 

Section 121.3(c); 
 
 d) Specify how officers or employees of the third-party contractor and its assignees who have 

access to student data or teacher or principal data receive or will receive training on the 
laws governing confidentiality of this data prior to receiving access; 

 
 e) Specify if the third-party contractor will utilize subcontractors and how it will manage 

those relationships and contracts to ensure PII is protected; 
 
 f) Specify how the third-party contractor will manage data privacy and security incidents that 

implicate PII including specifying any plans to identify breaches and unauthorized 
disclosures, and to promptly notify the District; 

 
 g) Describe whether, how, and when data will be returned to the District, transitioned to a 

successor contractor, at the District's option and direction, deleted or destroyed by the 
third-party contractor when the contract is terminated or expires; and 
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 h) Include a signed copy of the Parents' Bill of Rights for Data Privacy and Security. 
 
 

(Continued) 
SUBJECT: PRIVACY AND SECURITY FOR STUDENT DATA AND TEACHER AND 

PRINCIPAL DATA  (Cont'd.) 
 
Third-Party Contractor Responsibilities  
 
 Each third-party contractor, that enters into a contract or other written agreement with the 
District under which the third-party contractor will receive student data or teacher or principal data 
from the District, is required to: 
 
 a) Adopt technologies, safeguards, and practices that align with the NIST Cybersecurity 

Framework; 
 
 b) Comply with District policy and Education Law Section 2-d and its implementing 

regulations; 
 
 c) Limit internal access to PII to only those employees or subcontractors that have legitimate 

educational interests (i.e., they need access to provide the contracted services);  
 
 d) Not use the PII for any purpose not explicitly authorized in its contract;  
 
 e) Not disclose any PII to any other party without the prior written consent of the parent or 

eligible student:  
 

1. Except for authorized representatives of the third-party contractor such as a 
subcontractor or assignee to the extent they are carrying out the contract and in 
compliance with law, regulation, and its contract with the District; or 

 
2. Unless required by law or court order and the third-party contractor provides a notice 

of the disclosure to NYSED, the Board, or the institution that provided the 
information no later than the time the information is disclosed, unless providing 
notice of the disclosure is expressly prohibited by law or court order;  

 
f) Maintain reasonable administrative, technical, and physical safeguards to protect the 

security, confidentiality, and integrity of PII in its custody;  
 

g) Use encryption to protect PII in its custody while in motion or at rest; and  
 
 h) Not sell PII nor use or disclose it for any marketing or commercial purpose or facilitate its 

use or disclosure by any other party for any marketing or commercial purpose or permit 
another party to do so. 
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 Where a third-party contractor engages a subcontractor to perform its contractual obligations, the 
data protection obligations imposed on the third-party contractor by law and contract apply to the 
subcontractor. 
 
 

(Continued) 
SUBJECT: PRIVACY AND SECURITY FOR STUDENT DATA AND TEACHER AND 

PRINCIPAL DATA  (Cont'd.) 
 
Cooperative Educational Services through a BOCES 
 

The District shall not be required to enter into a separate contract or data sharing and 
confidentiality agreement with a third-party contractor that will receive student data or teacher or 
principal data from the District under all circumstances. 

 
For example, the District may not need its own contract or agreement where: 
 
a) It has entered into a cooperative educational service agreement (CoSer) with a BOCES that 

includes use of a third-party contractor's product or service; and  
 
b) That BOCES has entered into a contract or data sharing and confidentiality agreement with 

the third-party contractor, pursuant to Education Law Section 2-d and its implementing 
regulations, that is applicable to the District's use of the product or service under that 
CoSer. 

 
To meet its obligations whenever student data or teacher or principal data from the District is 

received by a third-party contractor pursuant to a CoSer, the District will consult with the BOCES to, 
among other things: 

 
a) Ensure there is a contract or data sharing and confidentiality agreement pursuant to 

Education Law Section 2-d and its implementing regulations in place that would 
specifically govern the District's use of a third-party contractor's product or service under a 
particular CoSer;  

 
b) Determine procedures for including supplemental information about any applicable 

contracts or data sharing and confidentiality agreements that a BOCES has entered into 
with a third-party contractor in its Parents' Bill of Rights for Data Privacy and Security; 

 
c) Ensure appropriate notification is provided to affected parents, eligible students, teachers, 

and/or principals about any breach or unauthorized release of PII that a third-party 
contractor has received from the District pursuant to a BOCES contract; and 

 
d) Coordinate reporting to the Chief Privacy Officer to avoid duplication in the event the 

District receives information directly from a third-party contractor about a breach or 
unauthorized release of PII that the third-party contractor received from the District 
pursuant to a BOCES contract.  
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Click-Wrap Agreements 
 
 Periodically, District staff may wish to use software, applications, or other technologies in which 
the user must "click" a button or box to agree to certain online terms of service prior to using the 
software, application, or other technology. These are known as "click-wrap agreements" and are 
considered legally binding "contracts or other written agreements" under Education Law Section 2-d 
and its implementing regulations.  

(Continued) 
SUBJECT: PRIVACY AND SECURITY FOR STUDENT DATA AND TEACHER AND 

PRINCIPAL DATA  (Cont'd.) 
 
 District staff are prohibited from using software, applications, or other technologies pursuant to a 
click-wrap agreement in which the third-party contractor receives student data or teacher or principal 
data from the District unless they have received prior approval from the District's Data Privacy Officer 
or designee.  
 
 The District will develop and implement procedures requiring prior review and approval for staff 
use of any software, applications, or other technologies pursuant to click-wrap agreements.  
 
Parents' Bill of Rights for Data Privacy and Security  
 
 The District will publish its Parents' Bill of Rights for Data Privacy and Security (Bill of Rights) 
on its website. Additionally, the District will include the Bill of Rights with every contract or other 
written agreement it enters into with a third-party contractor under which the third-party contractor 
will receive student data or teacher or principal data from the District. 
 
 The District's Bill of Rights will state in clear and plain English terms that: 
 
 a) A student's PII cannot be sold or released for any commercial purposes; 
 
 b) Parents have the right to inspect and review the complete contents of their child's education 

record; 
 
 c) State and federal laws protect the confidentiality of PII, and safeguards associated with 

industry standards and best practices, including but not limited to encryption, firewalls, and 
password protection, must be in place when data is stored or transferred; 

 
 d) A complete list of all student data elements collected by the state is available for public 

review at the following website http://www.nysed.gov/student-data-privacy/student-data-
inventory or by writing to the Office of Information and Reporting Services, New York 
State Education Department, Room 865 EBA, 89 Washington Avenue, Albany, New York 
12234; and 

 
 e) Parents have the right to have complaints about possible breaches of student data 

addressed. Complaints should be directed in writing to Privacy Complaint, Chief Privacy 
Officer, New York State Education Department, 89 Washington Avenue, Albany, New 
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York 12234. Complaints may also be submitted using the form available at the following 
website http://www.nysed.gov/student-data-privacy/form/report-improper-disclosure. 

 
 The Bill of Rights will also include supplemental information for each contract the District 
enters into with a third-party contractor where the third-party contractor receives student data or 
teacher or principal data from the District. The supplemental information must be developed by the 
District and include the following information: 
 

(Continued) 
SUBJECT: PRIVACY AND SECURITY FOR STUDENT DATA AND TEACHER AND 

PRINCIPAL DATA  (Cont'd.) 
 
 a) The exclusive purposes for which the student data or teacher or principal data will be used 

by the third-party contractor, as defined in the contract;  
 
 b) How the third-party contractor will ensure that the subcontractors, or other authorized 

persons or entities to whom the third-party contractor will disclose  the student data or 
teacher or principal data, if any, will abide by all applicable data protection and security 
requirements, including but not limited to those outlined in applicable laws and regulations 
(e.g., FERPA; Education Law Section 2-d);  

 
 c) The duration of the contract, including the contract's expiration date, and a description of 

what will happen to the student data or teacher or principal data upon expiration of the 
contract or other written agreement (e.g., whether, when, and in what format it will be 
returned to the District, and/or whether, when, and how the data will be destroyed);  

 
 d) If and how a parent, student, eligible student, teacher, or principal may challenge the 

accuracy of the student data or teacher or principal data that is collected; 
 
 e) Where the student data or teacher or principal data will be stored, described in a manner as 

to protect data security, and the security protections taken to ensure the data will be 
protected and data privacy and security risks mitigated; and 

 
 f) Address how the data will be protected using encryption while in motion and at rest.  
 
 The District will publish on its website the supplement to the Bill of Rights (i.e., the 
supplemental information described above) for any contract or other written agreement it has entered 
into with a third-party contractor that will receive PII from the District. The Bill of Rights and 
supplemental information may be redacted to the extent necessary to safeguard the privacy and/or 
security of the District's data and/or technology infrastructure. 
 
Right of Parents and Eligible Students to Inspect and Review Students' Education Records  
 
 Consistent with the obligations of the District under FERPA, parents and eligible students have 
the right to inspect and review a student's education record by making a request directly to the District 
in a manner prescribed by the District. 
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 The District will ensure that only authorized individuals are able to inspect and review student 
data. To that end, the District will take steps to verify the identity of parents or eligible students who 
submit requests to inspect and review an education record and verify the individual's authority to do 
so. 
 
 Requests by a parent or eligible student for access to a student's education records must be 
directed to the District and not to a third-party contractor. The District may require that requests to 
inspect and review education records be made in writing. 
 

(Continued) 
SUBJECT: PRIVACY AND SECURITY FOR STUDENT DATA AND TEACHER AND 

PRINCIPAL DATA  (Cont'd.) 
 
 The District will notify parents annually of their right to request to inspect and review their 
child's education record including any student data stored or maintained by the District through its 
annual FERPA notice. A notice separate from the District's annual FERPA notice is not required.  
 
 The District will comply with a request for access to records within a reasonable period, but not 
more than 45 calendar days after receipt of a request. 
 
 The District may provide the records to a parent or eligible student electronically, if the parent 
consents. The District must transmit the PII in a way that complies with laws and regulations. 
Safeguards associated with industry standards and best practices, including but not limited to 
encryption and password protection, must be in place when education records requested by a parent or 
eligible student are electronically transmitted. 
 
Complaints of Breach or Unauthorized Release of Student Data and/or Teacher or Principal 

Data  
 
 The District will inform parents or eligible students, through its Parents' Bill of Rights for Data 
Privacy and Security, that they have the right to submit complaints about possible breaches of student 
data to the Chief Privacy Officer at NYSED. In addition, the District has established the following 
procedures for parents, eligible students, teachers, principals, and other District staff to file complaints 
with the District about breaches or unauthorized releases of student data and/or teacher or principal 
data: 
 

a) All complaints must be submitted to the District's Data Protection Officer in writing.  
 
b) Upon receipt of a complaint, the District will promptly acknowledge receipt of the 

complaint, commence an investigation, and take the necessary precautions to protect PII. 
 
c) Following the investigation of a submitted complaint, the District will provide the 

individual who filed the complaint with its findings. This will be completed within a 
reasonable period of time, but no more than 60 calendar days from the receipt of the 
complaint by the District. 
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d) If the District requires additional time, or where the response may compromise security or 
impede a law enforcement investigation, the District will provide the individual who filed 
the complaint with a written explanation that includes the approximate date when the 
District anticipates that it will respond to the complaint. 

 
 These procedures will be disseminated to parents, eligible students, teachers, principals, and 
other District staff.  
 
 The District will maintain a record of all complaints of breaches or unauthorized releases of 
student data and their disposition in accordance with applicable data retention policies, including the 
Records Retention and Disposition Schedule ED-1 (1988; rev. 2004). 
 
 

(Continued) 
SUBJECT: PRIVACY AND SECURITY FOR STUDENT DATA AND TEACHER AND 

PRINCIPAL DATA  (Cont'd.) 
 
Reporting a Breach or Unauthorized Release 
 
 The District will report every discovery or report of a breach or unauthorized release of student 
data or teacher or principal data within the District to the Chief Privacy Officer without unreasonable 
delay, but no more than ten calendar days after the discovery. 
 
 Each third-party contractor that receives student data or teacher or principal data pursuant to a 
contract or other written agreement entered into with the District will be required to promptly notify 
the District of any breach of security resulting in an unauthorized release of the data by the third-party 
contractor or its assignees in violation of applicable laws and regulations, the Parents' Bill of Rights 
for Student Data Privacy and Security, District policy, and/or binding contractual obligations relating 
to data privacy and security, in the most expedient way possible and without unreasonable delay, but 
no more than seven calendar days after the discovery of the breach. 
 
 In the event of notification from a third-party contractor, the District will in turn notify the Chief 
Privacy Officer of the breach or unauthorized release of student data or teacher or principal data no 
more than ten calendar days after it receives the third-party contractor's notification using a form or 
format prescribed by NYSED.  
 
Investigation of Reports of Breach or Unauthorized Release by the Chief Privacy Officer 
 
 The Chief Privacy Officer is required to investigate reports of breaches or unauthorized releases 
of student data or teacher or principal data by third-party contractors. As part of an investigation, the 
Chief Privacy Officer may require that the parties submit documentation, provide testimony, and may 
visit, examine, and/or inspect the third-party contractor's facilities and records. 
 
 Upon the belief that a breach or unauthorized release constitutes criminal conduct, the Chief 
Privacy Officer is required to report the breach and unauthorized release to law enforcement in the 
most expedient way possible and without unreasonable delay. 
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 Third-party contractors are required to cooperate with the District and law enforcement to 
protect the integrity of investigations into the breach or unauthorized release of PII. 
 
 Upon conclusion of an investigation, if the Chief Privacy Officer determines that a third-party 
contractor has through its actions or omissions caused student data or teacher or principal data to be 
breached or released to any person or entity not authorized by law to receive this data in violation of 
applicable laws and regulations, District policy, and/or any binding contractual obligations, the Chief 
Privacy Officer is required to notify the third-party contractor of the finding and give the third-party 
contractor no more than 30 days to submit a written response. 
 
 
 
 

(Continued) 
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 If after reviewing the third-party contractor's written response, the Chief Privacy Officer 
determines the incident to be a violation of Education Law Section 2-d, the Chief Privacy Officer will 
be authorized to:  
 
 a) Order the third-party contractor be precluded from accessing PII from the affected 

educational agency for a fixed period of up to five years;  
 
 b) Order that a third-party contractor or assignee who knowingly or recklessly allowed for the 

breach or unauthorized release of student data or teacher or principal data be precluded 
from accessing student data or teacher or principal data from any educational agency in the 
state for a fixed period of up to five years;  

 
 c) Order that a third-party contractor who knowingly or recklessly allowed for the breach or 

unauthorized release of student data or teacher or principal data will not be deemed a 
responsible bidder or offeror on any contract with an educational agency that involves the 
sharing of student data or teacher or principal data, as applicable for purposes of General 
Municipal Law Section 103 or State Finance Law Section 163(10)(c), as applicable, for a 
fixed period of up to five years; and/or 

 
 d) Require the third-party contractor to provide additional training governing confidentiality 

of student data and/or teacher or principal data to all its officers and employees with 
reasonable access to this data and certify that the training has been performed at the 
contractor's expense. This additional training is required to be performed immediately and 
include a review of laws, rules, and regulations, including Education Law Section 2-d and 
its implementing regulations. 

 
 If the Chief Privacy Officer determines that the breach or unauthorized release of student data or 
teacher or principal data on the part of the third-party contractor or assignee was inadvertent and done 
without intent, knowledge, recklessness, or gross negligence, the Chief Privacy Officer may make a 
recommendation to the Commissioner that no penalty be issued to the third-party contractor. 
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 The Commissioner would then make a final determination as to whether the breach or 
unauthorized release was inadvertent and done without intent, knowledge, recklessness or gross 
negligence and whether or not a penalty should be issued. 
 
Notification of a Breach or Unauthorized Release  
 
 The District will notify affected parents, eligible students, teachers, and/or principals in the most 
expedient way possible and without unreasonable delay, but no more than 60 calendar days after the 
discovery of a breach or unauthorized release of PII by the District or the receipt of a notification of a 
breach or unauthorized release of PII from a third-party contractor unless that notification would 
 
 

(Continued) 
SUBJECT: PRIVACY AND SECURITY FOR STUDENT DATA AND TEACHER AND 

PRINCIPAL DATA  (Cont'd.) 
 
interfere with an ongoing investigation by law enforcement or cause further disclosure of PII by 
disclosing an unfixed security vulnerability. Where notification is delayed under these circumstances, 
the District will notify parents, eligible students, teachers, and/or principals within seven calendar days 
after the security vulnerability has been remedied or the risk of interference with the law enforcement 
investigation ends. 
 
 Notifications will be clear, concise, use language that is plain and easy to understand, and to the 
extent available, include: 
 
 a) A brief description of the breach or unauthorized release, the dates of the incident and the 

date of discovery, if known;  
 
 b) A description of the types of PII affected; 
 
 c) An estimate of the number of records affected; 
 
 d) A brief description of the District's investigation or plan to investigate; and 
 
 e) Contact information for representatives who can assist parents or eligible students that have 

additional questions. 
 
 Notification will be directly provided to the affected parent, eligible student, teacher, or principal 
by first-class mail to their last known address, by email, or by telephone. 
 
 Where a breach or unauthorized release is attributed to a third-party contractor, the third-party 
contractor is required to pay for or promptly reimburse the District for the full cost of this notification. 
 
Annual Data Privacy and Security Training  
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 The District will annually provide data privacy and security awareness training to its officers and 
staff with access to PII. This training will include, but not be limited to, training on the applicable laws 
and regulations that protect PII and how staff can comply with these laws and regulations. The District 
may deliver this training using online training tools. Additionally, this training may be included as part 
of the training that the District already offers to its workforce. 
 
Notification of Policy 
 
 The District will publish this policy on its website and provide notice of the policy to all its 
officers and staff. 
 
Education Law § 2-d 
8 NYCRR Part 121 
 
 
Adopted June 23, 2020 



 2009 5680  
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 Operations  

 
 
 
 
SUBJECT: SAFETY AND SECURITY 
 

The Board of Education of the Iroquois Central School District hereby declares that it is the 
policy of this School District to provide a safe and secure environment to all those persons, students, 
staff and visitors, who lawfully enter upon District property or who travel in District vehicles for the 
purposes of the District.  
 

It shall be the responsibility of the Superintendent to establish and carry out written regulations 
that will:  
 
 a) Identify those staff members who will be responsible for the effective administration of the 

regulations;  
 
 b) Provide staff time and other necessary resources for the effective administration of the 

regulations;  
 
 c) Establish periodic written review of the activities of the staff to ensure compliance with 

applicable laws and regulations;  
 
 d) Provide an on-going mechanism for the effective review of safety and security concerns of 

the staff, students and affected public;  
 
 e) Provide for reports to the Board of Education regarding the significant aspects of safety and 

security of the District. 
 
 
 
Labor Law Section 27-a 
12 New York Code of Rules and Regulations (NYCRR) Part 820, Article 28 
 
 
 
 
 
NOTE: Refer also to Policy #5681 -- School Safety Plans 
 
 
 
 
 
 
 
 
 
 
Adopted:  6/25/09 
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SUBJECT: SCHOOL SAFETY PLANS 
 
 The District considers the safety of its students and staff to be of the utmost importance and 
is keenly aware of the evolving nature of threats to schools. As such, it will address those threats 
accordingly through appropriate emergency response planning. The District-wide school safety 
plan and the building-level emergency response plan(s) will be designed to prevent or minimize 
the effects of violent incidents and emergencies and to facilitate the coordination of schools and 
the District with local and county resources in the event of these incidents or emergencies. These 
plans will be reviewed and updated by the appropriate team on at least an annual basis and 
adopted by the Board by September 1 of each school year. 
 
 The Board will make the District-wide school safety plan available for public comment at 
least 30 days prior to its adoption. The District-wide school safety plan may only be adopted by 
the Board after at least one public hearing that provides for the participation of school personnel, 
parents, students, and any other interested parties. The District-wide school safety plan and any 
amendments must be submitted to the Commissioner, in a manner prescribed by the 
Commissioner, within 30 days of adoption, but no later than October 1 of each school year.  
 
 Building-level emergency response plan(s) and any amendments must be submitted to the 
appropriate local law enforcement agency and the state police within 30 days of adoption, but no 
later than October 1 of each school year. Building-level emergency response plan(s) will be kept 
confidential and are not subject to disclosure under the Freedom of Information Law (FOIL) or 
any other provision of law. 
 
District-Wide School Safety Plan 
 
 District-wide school safety plan means a comprehensive, multi-hazard school safety plan 
that covers all school buildings of the District, addresses crisis intervention, emergency response 
and management at the District level, and has the contents as prescribed in Education Law and 
Commissioner's regulations. 
  
 
The District-wide school safety plan will be developed by the District-wide school safety team 
appointed by the Board. The District-wide school safety team will include, but not be limited to, 
representatives of the Board, teacher, administrator, and parent organizations, school safety 
personnel, and other school personnel. 
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The District-wide school safety plan will include, but not be limited to: 
 
 
a) Regulations and procedures for responding to implied or direct threats of violence by 

students, teachers, other school personnel, and visitors to the school, including threats 
by students against themselves, which includes suicide; 

 
b) Regulations and procedures for responding to acts of violence by students, teachers, 

other school personnel, and visitors to the school, including consideration of zero-
tolerance policies for school violence; 

 
c) Appropriate prevention and intervention strategies, such as: 

 
1. Collaborative arrangements with state and local law enforcement officials, 

designed to ensure that school safety officers and other security personnel are 
adequately trained, including being trained to de-escalate potentially violent 
situations, and are effectively and fairly recruited; 

 
2. Nonviolent conflict resolution training programs; 
 
3. Peer mediation programs and youth courts; and 
 
4. Extended day and other school safety programs; 
 

d) Regulations and procedures for contacting appropriate law enforcement officials in 
the event of a violent incident; 

 
e) A description of the arrangements for obtaining assistance during emergencies from 

emergency services organizations and local governmental agencies; 
 
f) Procedures for obtaining advice and assistance from local government officials, 

including the county or city officials responsible for implementation of Executive 
Law Article 2-B State and Local Natural and Man-Made Disaster Preparedness; 

 
g) The identification of District resources which may be available for use during an 

emergency; 
 
h) A description of procedures to coordinate the use of District resources and manpower 

during emergencies, including identification of the officials authorized to make 
decisions and of the staff members assigned to provide assistance during 
emergencies; 

 
i) Regulations and procedures for contacting parents, guardians, or persons in parental 

relation to District students in the event of a violent incident or an early dismissal; 
 
 

(Continued) 
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j) Regulations and procedures for contacting parents, guardians, or persons in parental 

relation to an individual District student in the event of an implied or direct threat of 
violence by the student against themselves, which includes suicide; 

 
k) Regulations and procedures relating to school building security, including, where 

appropriate:  the use of school safety officers, school security officers, and/or school 
resource officers; and security devices or procedures; 

 
l) Regulations and procedures for the dissemination of informative materials regarding 

the early detection of potentially violent behaviors, including, but not limited to, the 
identification of family, community, and environmental factors to teachers, 
administrators, parents, and other persons in parental relation to students of the 
District or Board, students, and other persons deemed appropriate to receive the 
information; 

 
m) Regulations and procedures for annual multi-hazard school safety training for staff 

and students, provided that the District must certify to the Commissioner that all staff 
have undergone annual training by September 15 on the building-level emergency 
response plan which must include components on violence prevention and mental 
health, provided further that new employees hired after the start of the school year 
will receive training within 30 days of hire or as part of the District's existing new 
hire training program, whichever is sooner; 

 
n) Procedures for the review and conduct of drills and other exercises to test components 

of the emergency response plan, including the use of tabletop exercises, in 
coordination with local and county emergency responders and preparedness officials; 

 
 
 
 

(Continued) 
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o) The identification of appropriate responses to emergencies, including protocols for 

responding to bomb threats, hostage-takings, intrusions, and kidnappings; 
 
p)Strategies for improving communication among students and between students and staff  
and reporting of potentially violent incidents, such as the establishment of youth-run 
programs, peer mediation, conflict resolution, creating a forum or designating a mentor for 
students concerned with bullying or violence, and establishing anonymous reporting 
mechanisms for school violence; 
 
q) A description of the duties of hall monitors and any other school safety personnel, the  
training required of all personnel acting in a school security capacity, and the hiring and 
screening process for all personnel acting in a school security capacity; 
 
r) A system for informing all educational agencies within the District of a disaster; and 
 
s) The designation of the Superintendent or designee, as the District Chief Emergency 

Officer whose duties will include, but not be limited to: 
 

1. Coordinating the communication between school staff, law enforcement, and 
other first responders; 

 
2. Leading the efforts of the District-wide school safety team in the completion 

and yearly update of the District-wide school safety plan and the coordination of 
the District-wide school safety plan with the building-level emergency response 
plan(s); 

3. Ensuring staff understanding of the District-wide school safety plan; 
 
4. Ensuring the completion and yearly update of building-level emergency 

response plans for each school building; 
 
5. Assisting in the selection of security related technology and development of 

procedures for the use of the technology; 
 
6. Coordinating appropriate safety, security, and emergency training for District 

and school staff, including required training in the emergency response plan; 
 
7. Ensuring the conduct of required evacuation and lock-down drills in all District 

buildings as required by law; and 
 
8. Ensuring the completion and yearly update of building-level emergency 

response plan(s) by the dates designated by the Commissioner. 
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Building-Level Emergency Response Plan 
 
 Building-level emergency response plan means a building-specific school emergency 
response plan that addresses crisis intervention, emergency response and management at the 
building level and has the contents as prescribed in Education Law and Commissioner's 
regulations. As part of this plan, the District will define the chain of command in a manner 
consistent with the National Incident Management System (NIMS)/Incident Command System 
(ICS). 
 
 Building-level emergency response plan(s) will be developed by the building-level 
emergency response team. The building-level emergency response team is a building-specific 
team appointed by the building principal, in accordance with regulations or guidelines prescribed 
by the Board. The building-level emergency response team will include, but not be limited to, 
representatives from teacher, administrator, and parent organizations, school safety personnel 
and other school personnel, community members, local law enforcement officials, local 
ambulance officials, fire officials, or other emergency response agencies, and any other 
representatives the Board deems appropriate.  
  
Classroom door vision panels will not be covered except as outlined in the building-level 
emergency response plan. 
 
Education Law §2801-a 
8 NYCRR § 155.17 
 
Amended: 
1st reading: 2/12/2020 
2nd reading: 3/18/2020 
Adopted: 4/08/2020 
 

Amended: 

1ST reading: 8/26/19 

2nd reading: 9/18/19 

Adopted: 10/23/19 

 

1st reading:  8/24/16 

2nd reading: 9/14/16 

Adopted:  10/12/16 

 

Adopted: 062509 
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SUBJECT: CARDIAC AUTOMATED EXTERNAL DEFIBRILLATORS (AEDs) IN 

PUBLIC SCHOOL FACILITIES 
 
 The School District shall provide and maintain on-site in each instructional school facility 
functional cardiac automated external defibrillator (AED) equipment as defined in Public Health Law 
Section 3000-b for use during emergencies. Each such facility shall have sufficient automated external 
defibrillator equipment available to ensure ready and appropriate access for use during emergencies in 
quantities and types as deemed by the Commissioner of Education, in consultation with the 
Commissioner of Health. Determination of the quantity and placement of AEDs must be made with 
consideration of at least the factors enumerated in Commissioner's Regulations. An instructional 
school facility means a building or other facility maintained by the School District where instruction is 
provided to students pursuant to its curriculum. 
 
 Whenever an instructional School District facility is used for a school-sponsored or school-
approved curricular or extracurricular event or activity and whenever a school-sponsored athletic 
contest is held at any location, the public school officials and administrators responsible for such 
school facility or athletic contest shall ensure that AED equipment is provided on-site and that there is 
present during such event, activity or contest at least one (1) staff person who is trained in accordance 
with Public Health Law in the operation and use of an AED. School-sponsored or school-approved 
curricular or extracurricular events or activities mean events or activities of the School District that 
are, respectively, associated with its instructional curriculum or otherwise offered to its students. A 
school-sponsored athletic contest means an extraclass intramural athletic activity of instruction, 
practice and competition for students in grades 4 through 12 consistent with Commissioner's 
Regulations Section 135.4. 
 
 Where a school-sponsored competitive athletic event is held at a site other than a School District 
facility, School District officials shall assure that AED equipment is provided on-site by the 
sponsoring or host district and that at least one (1) staff person who is trained, in accordance with 
Public Health Law, in the operation and use of the AED is present during such athletic event. A 
school-sponsored competitive athletic event means an extraclass interscholastic athletic activity of 
instruction, practice and competition for students in grades 7 through 12 consistent with 
Commissioner's Regulations Section 135.4. 
 
 School District facilities and District staff responsible for carrying out the duties enumerated in 
Education Law Section 917 are deemed a "public access defibrillation provider" as defined pursuant to 
Public Health Law Section 3000-b and subject to the Public Health Law requirements and limitations. 
 
 Therefore, it is the policy of our School District to provide proper training requirements for 
District AED users, to ensure the immediate calling of 911 and/or the community equivalent 
ambulance dispatch entity whenever the AED is used, to ensure ready identification of the location of 
the AED units as enumerated in the District's Public Access Defibrillation Collaborative Agreement. 
 
 
 
 

(Continued) 
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SUBJECT: CARDIAC AUTOMATED EXTERNAL DEFIBRILLATORS (AEDs) IN 

PUBLIC SCHOOL FACILITIES  (Cont'd.) 
 
 The District will provide for regular maintenance and checkout procedures of the AED unit(s) 
which meet or exceed manufacturer's recommendations. Appropriate documentation will be 
maintained in accordance with law and/or regulation. Further, the District will participate in the 
required Quality Improvement Program as determined by the Regional Emergency Medical Services 
Council. 
 
 The District shall post a sign or notice at the main entrance to the facility or building in which 
the AED unit(s) is stored, indicating the exact location where the unit(s) is stored or maintained on a 
regular basis. 
 
 Pursuant to Public Health Law Sections 3000-a and 3000-b, the School District (as a public 
access defibrillation provider), or any employee or other agent of the School District who, in 
accordance with the provisions of law, voluntarily and without expectation of monetary compensation 
renders emergency medical or first aid treatment using an AED to a person who is unconscious, ill or 
injured, shall not be liable for damages for injury or death unless caused by gross negligence. 
 
 
 
Education Law Section 917 
Public Health Law Sections 3000-a and 3000-b 
8 New York Code of Rules and Regulations (NYCRR) Sections 135.4 and 136.4 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Adopted:  6/25/09 
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SUBJECT: FIRE AND EMERGENCY DRILLS, BOMB THREATS, AND BUS 

EMERGENCY DRILLS 
 
Fire and Emergency Drills 
 

The administration of each school building will instruct and train students on appropriate 
emergency responses, through fire and emergency drills, in the event of a sudden emergency.  
 

Fire and emergency drills will be held at least 12 times in each school year; eight of these will be 
evacuation drills and will be completed by December 31. Four of these eight required drills will be 
through use of the fire escapes on buildings where fire escapes are provided or identified secondary 
exits, and the other four drills will be lock-down drills. Drills will be conducted at different times of 
the school day. Students will also be instructed in the procedures to be followed in the event that a fire 
occurs during the regular school lunch period or assembly, however, this additional instruction may be 
waived if a drill is held during the regular lunch period or assembly. 
 
Summer School 
 
 At least two additional drills will be held during summer school in buildings where summer 
school is held, and one of these drills will be held during the first week of summer school. 
 
After-School Programs, Events, or Performances 
 

The building principal or designee will require those in charge of after-school programs, events, 
or performances attended by any individuals unfamiliar with that school building, to announce at the 
beginning of these programs the procedures to be followed in the event of an emergency. 
 
Bomb Threats 
 
School Bomb Threats 
 
 A bomb threat, even if later determined to be a hoax, is a criminal act. No bomb threat should be 
treated as a hoax when it is first received. Upon receiving any bomb threat, the school has an 
obligation and responsibility to ensure the safety and protection of the students and other occupants of 
the school. This obligation takes precedence over a search for a suspect object. Prudent action is 
dependent upon known information about the bomb threat-location, if any; time of detonation; etc. 
Specific procedures as to appropriate responses as a result of a bomb threat can be located in the 
building-level emergency response plan, as required by relevant law and regulation. 
 
Police Notification and Investigation 
 
 Appropriate law enforcement agencies must be notified by the building administrator or designee 
of any bomb threat as soon as possible after receiving the threat. Law enforcement officials will 
contact, as the situation requires, fire and/or county emergency coordinators according to the county 
emergency plan. 
 

(Continued) 
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SUBJECT: FIRE AND EMERGENCY DRILLS, BOMB THREATS, AND BUS 

EMERGENCY DRILLS  (Cont'd.) 
 
Implementation 
 
 The Superintendent or designee will develop written procedures to implement the terms of this 
policy. Additionally, these procedures will be incorporated in the District-wide school safety plan and 
the building-level emergency response plan, with provisions to provide written information to all staff 
and students regarding emergency procedures by October 1 of each school year, an annual drill to test 
the emergency response procedures under each of its building-level emergency response plans; and the 
annual review of the District-wide and building-level emergency response plans, along with updates as 
necessary, by September 1, as mandated by law or regulation. 
 
Bus Emergency Drills 
 

The administration will conduct a minimum of three emergency drills to be held on each school 
bus during the school year. The first drill will be conducted during the first seven days of school, the 
second drill between November 1 and December 31, and the third drill between March 1 and April 30. 
No drills will be conducted when buses are on routes. 
 

 Students who ordinarily walk to school will also be included in the drills. Students attending 
public and nonpublic schools who do not participate in regularly scheduled drills will also be provided 
drills on school buses, or as an alternative, will be provided classroom instruction covering the content 
of these drills. 
 

Each drill will include practice and instruction in the location, use, and operation of the 
emergency door, fire extinguishers, first-aid equipment, and windows as a means of escape in the 
event of fire or accident. Similarly, students will be instructed on all topics mandated by relevant 
sections of the Education Law and Commissioner's regulations, including, but not limited to, the 
following: 
 

a) Safe boarding and exiting procedures with specific emphasis on when and how to 
approach, board, disembark, and move away from the bus after disembarking; 

 
b) Advancing at least ten feet in front of the bus before crossing the highway after 

disembarking; and 
 

c) Orderly conduct as bus passengers. 
 
Instruction on Use of Seat Belts 
 
 When students are transported on school buses equipped with seat safety belts, the District will 
ensure that all students who are transported on any school bus owned, leased, or contracted for by the 
District will receive instruction on the use of seat safety belts. This instruction will be provided at least 
three times each year to both public and nonpublic school students who are so transported and will 
include, but not be limited to: 
 

(Continued) 
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EMERGENCY DRILLS  (Cont'd.) 
 

a) Proper fastening and release of seat safety belts; 
 

b) Acceptable placement of seat safety belts on students; 
 

c) Times at which the seat safety belts should be fastened and released; and 
 

d) Acceptable placement of the seat safety belts when not in use. 
 
 
 
Education Law §§ 807, 2801-a and 3623 
Penal Law §§ 240.55, 240.60 and 240.62 
8 NYCRR §§ 155.17, 156.3(f), 156.3(g), and 156.3(h)(2) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Amended: 
1st reading:  8/24/16 
2nd reading: 9/14/16 
Adopted:  10/12/16 
 
 
 
Adopted: 062509 
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SUBJECT:         PANDEMIC PREPAREDNESS IN THE WORKPLACE AND THE  

 AMERICANS WITH DISABILITIES ACT 
 
 The District, in conjunction with its District-wide and building-level school safety plans and team, will 
identify a pandemic coordinator or designee and/or team with defined roles and responsibilities for 
preparedness and response planning. This team should include staff with expertise in all equal employment 
opportunity laws. Employees with disabilities should be included in planning discussions and employer 
communications concerning pandemic preparedness should be accessible to employees with disabilities. 
 
 Before an influenza pandemic occurs, the Pandemic Coordinator and/or Team may make inquiries that 
are not disability-related. An inquiry is not disability-related if it is designed to identify potential non-medical 
reasons for absence during a pandemic (e.g., curtailed public transportation) on an equal footing with medical 
reasons (e.g., chronic illnesses that increase the risk of complications). The inquiry should be structured so that 
the employee gives one answer of "yes" or "no" to the whole question without specifying the factor(s) that 
apply to him or her. The answer need not be given anonymously. 
 
 If an influenza pandemic becomes more severe or serious, according to the assessment of local, state or 
federal public health officials, the District may have sufficient objective information from public health 
advisories to reasonably conclude that employees will face a direct threat if they contract pandemic influenza. 
Only in this circumstance, may the District make disability-related inquiries or require medical examinations of 
asymptomatic employees to identify those at higher risk of influenza complications. 
 
 The District may also encourage employees to telecommute (i.e., whereby the daily commute to a central 
workplace is replaced by telecommunication links, allowing employees to work from other locations such as 
their homes, etc.) as an infection-control strategy during a pandemic. Similarly, telecommute may be requested 
as a reasonable accommodation by employees with disabilities to reduce their chances of infection during an 
influenza pandemic. 
 
School Safety Plans 
 
 The School District has developed comprehensive District-wide and building-level school safety plans 
that address prevention and intervention strategies, emergency response and management at both the District 
and building level, and have the contents as prescribed in Education Law and Commissioner's Regulations. 
 
 Both safety plans address pandemic preparedness and will be reviewed to ensure continuity with the 
Board policy and administrative regulations. 
 
 
Americans with Disabilities Act Amendments Act (ADAAA) of 2008, Public Law 110-325 
Education Law Section 2801-a 
8 New York Code of Rules and Regulations (NYCRR) Section 155.17 
 
1st  reading – December 8, 2010 
2nd reading – January 12, 2011 
Adopted – February 9, 2011 
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SUBJECT: USE OF SURVEILLANCE CAMERAS IN THE SCHOOL DISTRICT AND ON  

SCHOOL BUSES 
 
 It is the Board of Education's responsibility to ensure the safety of the District's students, staff, 
facilities, and property. While the Board of Education recognizes the importance of privacy, it has 
authorized the use of surveillance cameras on District property including in school buildings, school 
facilities, as well as on school buses, when necessary. These surveillance cameras will help to assist 
the Board in maintaining the overall safety and welfare of the District's students, staff, property, and 
visitors, as well as to deter theft, violence, and other criminal activities.  
 
 Further, surveillance cameras will only be placed in public or common areas, such as stairwells, 
hallways, cafeterias, parking lots, or playgrounds, and not in private areas such as locker rooms, 
bathrooms, or other areas in which individuals have a reasonable expectation of privacy. Audio 
recordings will not be utilized by the District officials within the District buildings. Audio recording 
shall be on District transportation vehicles and additional, this prohibition may not preclude the use of 
audio recordings by law enforcement officials in accordance with their official duties or as otherwise 
authorized by law.  
 
Disciplinary Proceedings 
 
 Video recordings or footage from District surveillance cameras may be used in student or 
employee disciplinary proceedings, as appropriate.  
 
Signage/Notification  
 
 The District will place signage at entrances to the school campus or at major entrances into 
school buildings notifying students, staff, as well as any visitors of the District's use of surveillance 
cameras. Students and staff will also receive additional notification, as deemed appropriate by the 
Superintendent, regarding the use of its surveillance cameras through means such as publication in the 
District calendar, employee handbook, and/or the student handbook.  
 
Maintenance of Video Recordings 
 
 Any video surveillance recording in the schools, on school buses, or on school property, on tape, 
CD, or digitally, will be the sole property of the District and stored in its original form and in a secure 
location to avoid tampering and also to ensure its confidentiality in accordance with relevant law and 
regulations.  
 
 In addition, to the extent that any video images create student or personnel records, the District 
will comply with all applicable state and federal laws related to record retention, record maintenance, 
and record disclosure, including the Family Educational Rights and Privacy Act ("FERPA").  
 
 
 
1st reading: 8/24/16 
2nd reading: 9/14/16 
Adopted: 10/12/16  
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SUBJECT: EXPOSURE CONTROL PROGRAM 
 

The District shall establish an exposure control program designed to prevent and control 
exposure to bloodborne pathogens. According to the New York State Department of Labor's Division 
of Safety and Health and Occupational Safety and Health Administration (OSHA) standards, the 
program shall consist of: 
 
 a) Guidelines for maintaining a safe, healthy school environment to be followed by staff and 

students alike. 
 
 b) Written standard operating procedures for blood/body fluid clean-up. 
 
 c) Appropriate staff education/training. 
 
 d) Evaluation of training objectives. 
 
 e) Documentation of training and any incident of exposure to blood/body fluids.  
 
 f) A program of medical management to prevent or reduce the risk of pathogens, specifically 

hepatitis B and Human Immunodeficiency Virus (HIV). 
 
 g) Written procedures for the disposal of medical waste. 
 
 h) Provision of protective materials and equipment for all employees who perform job-related 

tasks involving exposure or potential exposure to blood, body fluids or tissues. 
 
 
 
29 Code of Federal Regulations (CFR) Section 1910.10:30 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Adopted:  6/25/09 
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SUBJECT: COMMUNICABLE DISEASES 
 
 Whenever, upon investigation and evaluation by the Director of School Health Services or other 
health professionals acting upon direction or referral of the director, a student in the public schools 
shows symptoms of any communicable or infectious disease reportable under the public health law 
that imposes a significant risk of infection of others in the school, he/she shall be excluded from the 
school and sent home immediately, in a safe and proper conveyance. The Director of School Health 
Services shall immediately notify a local public health agency of any disease reportable under the 
public health law. 
 
 Following absence on account of illness or from unknown cause, the Director of School Health 
Services may examine each student returning to a school without a certificate from a local public 
health officer, a duly licensed physician, physician assistant, or nurse practitioner. 
 
 The Director of School Health Services, or other health professionals acting upon direction or 
referral of the director, may make evaluations of teachers and any other school employees, school 
buildings and premises as, in their discretion, they may deem necessary to protect the health of the 
students and staff. 
 

Regulations and procedures will be developed for dealing with communicable diseases 
(including but not limited to pandemic flu) in ways that protect the health of both students and staff 
while minimizing the disruption of the education process. 
 
 
 
Education Law Section 906 
8 New York Code of Rules and Regulations (NYCRR) Sections 136.3(h) and 136.3(i) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Adopted:  6/25/09 
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SUBJECT: HUMAN IMMUNODEFICIENCY VIRUS (HIV) RELATED ILLNESSES  
 

The Board of Education contends that a student shall not be denied the right to attend school or 
continue his/her education nor shall an employee be denied the right to continue his/her employment 
who has been diagnosed or identified as having a positive blood test for the antibodies to the Human 
Immunodeficiency Virus (HIV). The Board further contends that under current law and regulations, 
the disclosure of confidential HIV-related information shall be strictly limited. 
 

Administrative regulations and procedures shall be developed and implemented by the 
administration based on recommendations from the New York State Education Department and from 
consultation with appropriate professional and medical staff in the District. 
 

The Superintendent shall also establish protocols for routine sanitary procedures for dealing with 
the cleaning and handling of body fluids in school, with special emphasis placed on staff awareness. 
 
 
 
Confidentiality: 
  Public Health Law Article 27-F 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Adopted:  6/25/09 
 


